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A B S T R A C T

In the era of rapid technological advancement, many organizations shift their data to the cloud. At the same time, 
valuable data should be made available to various stakeholders when required for analysis, storage, and data 
consumption. Conversely, to attain security and preserve privacy while data is present on the cloud, data sharing 
involves significant challenges. In this research study, the authors have integrated cryptography technologies 
with probabilistic frameworks and machine learning (ML) to introduce a unique model that assists in secure data 
distribution. The model describes the rules and protocol based on which data can be allocated to various parties 
from the cloud. The proposed HyMLCPP (Hybrid Machine Learning Cryptography Predictive Probabilistic) model 
facilitates minimizing the computational time in digital image encryption. Further, it enhances data distribution 
and sharing practices among users while safeguarding privacy by integrating differential privacy techniques and 
ML models. The proposed model minimizes the risk by simultaneously detecting vulnerabilities in the cloud-IoT 
environment. The experimental outcomes demonstrate the proficiency of the proposed model over different self- 
generated and standard data sets. The proposed model was tested by the authors on standard datasets such as the 
CICIDS 2017 Dataset, Kaggle Dataset, AIND DDoS Dataset, and CTU-13 Dataset for DDoS attack detection. The 
proposed model shows accuracy and precision values of about 100% and 99.98% respectively, for standard and 
self-generated data sets. The proposed HyMLCPP model was tested using various accuracy measurement pa
rameters such as F1 score, recall value, and precision score. The probabilistic features of the proposed model tend to 
identify the future events as a DDoS assault, which further makes the HyMLCPP model unique and stronger in 
comparison to the prior works that have proved the effectiveness.

1. Introduction

These days, cloud computing is one of the powerful technologies that 
makes data analysis, sharing, and storage easier. When it comes to 
processing, updating, and storing information more effectively and 
economically, cloud services are a huge benefit. Most government 
agencies and commercial enterprises migrate their data to the cloud due 
to its reliability and lower operational costs. These are sensitive medical, 
military, and defense data or images. Security is a highly demanding 
component of network and internet applications. Risks may arise after 
the data is moved to the cloud. After data is outsourced, a variety of 
entities have access to it for trade and other purposes. Because a third 
party manages the cloud platform, it is therefore impossible to 
completely trust it (Gupta et al., 2021). For security purposes, data must 

therefore be encrypted by the data owner before being sent to the cloud. 
To achieve this security and put mathematical procedures into practice 
to encrypt data before uploading it to the cloud, cryptography is 
essential. Cryptography is considered one of the most popular tech
niques for providing better information-protecting operations in the 
form of encryption (ciphertext) and decryption (plaintext) over the 
network. AES (Advanced Encryption Standard), DES (Data Encryption 
Standard), 3DES (Triple DES), IDEA (International Data Encryption Al
gorithm), RSA (Rivest, Shamir, and Adleman), ECC (Elliptic Curve 
Cryptography), Homomorphic, and Blowfish are some examples of 
advanced encryption techniques that exist in contrast to some tradi
tional ones (Sharma et al., 2022).The majority of currently available 
solutions for Cipher text policy attribute-based encryption (CP-ABE) and 
Key Policy attribute-based encryption (KP-ABE) rely on the idea that a 
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single key management center selects a master key at random and uses it 
to produce decryption keys for users (Shaikh et al., 2024). Unfortu
nately, these advances exhibited the uniqueness of information protec
tion but did not address the key constraints. Chaotic techniques are 
similar to encryption techniques, which enable a high level of security 
for digital data. When the bulk of data is transmitted over the cloud, 
balancing between computational and security over data becomes a big 
challenge (Brunetta and Picazo-Sanchez, 2022). Computation over 
encrypted data is challenging (Fu et al., 2018). Hence, there is a 
requirement to protect the data of the owner as well as the data available 
on the cloud while carrying out the computation effectively. In addition 
to this, data ought to be mutually shared with all participants for its 
impartiality. Although the data is shared among legitimate enterprises, 
we cannot guarantee that our data will not be disclosed in the cloud 
(Gupta et al., 2019a). Therefore, in the context of the cloud, where a 
large volume of data is continuously transmitted, it is essential to safe
guard that data from enterprises or entities interconnected with the 
cloud to prevent them from acquiring data for their own benefit. In IoT 
applications, where a large volume of data is transmitted, the trade-off 
between security and computational efficiency becomes particularly 
challenging. The challenges lie in addressing this time-intensive char
acteristic of chaotic systems to ensure their practicality in real-time 
scenarios (Shafique et al., 2024). So, there is an immediate require
ment for efficient and computational encryption algorithms that can 
become a comprehensive analysis for data security. Here, we introduce a 
novel solution to data security that leverages Machine Learning (ML) 
and cryptography, facilitating secure cloud-based mutual data sharing, 
privacy-preserving data storage, data analysis, fault tolerance, and user 
detection. The integration of ML and cryptography is significant within 
the cloud domain. Both ML and cryptography are required to refine the 
big data that is uploaded to the cloud.ML approaches in cryptography 
are substantial within the cloud for mutual sharing and security of in
formation. Adaptive learning techniques from a data-driven encryption 
model strengthen the security of data on the cloud. This correlation 
between ML and cryptography is the growing requirement for advanced 
encryption techniques to provide security and protection to the owner's 
data over the cloud. This correlation between ML and cryptography is 
the growing requirement for advanced encryption techniques to provide 
security and protection to the owner's data over the cloud. The hybrid 
combination of the ECC (Elliptic curve cryptography) + AES (Advanced 
Encryption Standard) algorithm and the application of logistic regres
sion is applied to the data for security, and the system's performance is 
measured in terms of encryption and decryption time, and avalanche 
effect (Kumar and Goel, 2023). The full image takes a very long time to 
encrypt. One method that aims to reduce processing power, network 
traffic, and execution time is selective encryption (Kelur et al., 2019). In 
many applications, such as the military and medical fields, image se
curity is crucial.ML models have demonstrated excellent results in 
various tasks, including the recognition of body organs from medical 
images, classification of lung diseases, detection of lung nodules, med
ical image reconstruction, and brain tumor segmentation (Qayyum 
et al., 2021). Additionally, since more medical data and pictures are 
private and sensitive, having them stored on a third-party platform will 
increase security risks. The confidential image leakage problem is 
resolved using the CNN (convolutional neural network) and enhanced 
by coupling with pre-processing (Liu et al., 2022). Hence, considering 
the vulnerability of sensitive medical images in the public domain, there 
is an urgent requirement to create a safer, effective, and efficient system 
for sharing and access across various stakeholders (Chenthara et al., 
2019). Together, ML technologies and neural networks can solve diffi
cult tasks that are essential for calculation and analysis, like the human 
brain. A goal of the suggested model is to provide a deep learning 
framework for privacy preservation by combining the Restricted Boltz
mann Machine (RBM) with Instance Reduction (IR) Techniques 
(Alshammari and El Hindi, 2024). A framework for privacy-preserving 
credit risk analysis that utilizes Homomorphic Encryption aware 

Logistic Regression (HELR) on encrypted data was proposed (Divakar 
Allavarpu et al., 2024). Even with numerous encryption standards to 
safeguard sensitive data, a single encryption is insufficient to handle 
systems with high processing speeds. We have presented a novel 
approach in this research study to enhance privacy and data security. 
The presented approach offers a novel and effective solution to the 
complex problems of image feature classification in big data and cloud 
computing environments.

The main contributions of this research study are as follows: 

• To enable secure sharing of digital images over the cloud.Images are 
encrypted using advanced technologies such as bit-plane and chaotic 
maps. It strengthens security in a cloud-based, distributed 
environment.

• Advanced access control mechanisms and noise insertion are 
implemented for better data distribution over the cloud with the help 
of differential privacy techniques. It enhances the security of data 
over the cloud.

• Several experiments are conducted using well-known standard data 
sets to analyze the significance of the proposed model in real-time. 
Additionally, the comparative analysis of the proposed model with 
various prior state-of-the-art models is studied and explained with 
various classifiers and datasets. The results demonstrate the model's 
effectiveness in multiple scenarios.

• To ensure secure and reliable cloud data distribution by applying 
appropriate protocols and guidelines, thereby safeguarding data 
transferred by the data steward.

• Hybrid ML with privacy preservation: We propose the HyMLCPP 
model, which uniquely integrates hybrid machine learning with 
collaborative privacy-preserving mechanisms to address both 
detection and secure cloud data distribution.

• Performance superiority: Compared to state-of-the-art methods 
(Table 6), HyMLCPP achieves 99.9% accuracy, 99.50% precision, 
99.90% recall, and only 1.20% false positives, outperforming exist
ing models in terms of detection reliability and efficiency.

• Novel balance of performance and security: Unlike prior works that 
emphasize either accuracy or encryption, our model ensures a 
balanced framework that delivers high detection rates while safe
guarding data through protocol- and guideline-based mechanisms in 
cloud environments.

• Adaptive Learning and Attack Generalization: The proposed model can 
automatically learn patterns from data and adapt to new attacks 
during retraining.

The vulnerability is detected in the cloud when the data steward is 
unable to upload data to the cloud, which the proposed model identifies. 
Also, it can show predictions of future occurrences of such events and 
alert the data owner. The rest of this research study is structured and 
organized as follows: Section 2 presents the existing literature on cryp
tographic approaches for information security and privacy-enhancing 
methods in machine learning. In Section 3, we describe the problem 
identification in a cloud environment. Section 4 describes the proposed 
model along with the results and discussion of the experiment per
formed. Finally, this current research study ends with a statement of 
conclusion and future direction in Section 5.

2. Existing literature

2.1. Cryptographic approaches for information security: A review of 
encryption and decryption techniques

The ciphertext-policy attribute-based encryption (CP-ABE) is one 
method of data encryption that enables the specification of access pol
icies in the ciphertext by the encryption provider (Wang et al., 2016). 
However, two shortcomings of typical CP-ABE techniques limit their 
applicability: the decryption time is linear with policy complexity, 
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meaning that significant processing overheads result; and the access 
policy is public, meaning that privacy is revealed. Using keyword search 
(KS) approaches, the author presents a novel way to safeguard the 
confidentiality of the CP-ABE system (Meng et al., 2021). Two access 
policies—one public and the other sensitive and hidden—are placed in 
the ciphertext to form a novel security paradigm we name the chosen 
sensitive policy security. The proposed model by the researcher has the 
same characteristics as CP-ABE and has a faster processing speed than 
when only CP-ABE is used (Lee et al., 2021). The author Kaur et al. 
(2023) employs a triple encryption approach before uploading data to 
the cloud, incorporating a hash value to ensure confidentiality, data 
integrity, and authenticity. A framework implemented by the author 
utilizes a multi-encryption and OTP (One-Time Password) verification 
technique (Anil et al., 2020). The research study explains what water
marking is and how digital watermarking may be used to improve data 
security. The author provides Layer privacy and data security to pre
serve confidential data over the cloud. In this approach, data are cate
gorized according to the level of confidentiality. The watermarking 
technique is used for secret information (Mishra et al., 2023; Gupta 
et al., 2019b). The author developed a novel technique by using a 
Hybrid Cat-Boot Algorithm (HCBA) in which data is uploaded to the 
cloud using the Bring Your Own Encryption Key (BYOEK) (Priya and 
Yamuna, 2022). Many researchers have worked on secure image 
transmission over the cloud. The authors provide a steganography 
model called HIGAN in their research research study. It utilizes an 
encoding network comprising residual blocks to conceal a color secret 
image within another color image of the same size, resulting in a steg
anographic image with reduced distortion and improved visual clarity 
(Fu et al., 2020). Another author (Jia et al., 2023) introduced a method 
for classifying image features by segregating multilevel homomorphic 
encryption and partitioning data images. The author introduced a 
model, which is known as the cloud-based buyer-seller watermarking 
protocol (CB-BSWP), where a semi-trusted third party is used for pre
serving privacy in the cloud environment (Kumar, 2022).

Furthermore, the proposed model utilizes the Diffie-Hellman key 
exchange method and a privacy homomorphism cryptosystem to create 
a secure encrypted domain for sharing digital media. This domain em
ploys fair and robust watermarking techniques to ensure the high 
imperceptibility and resilience of the watermarked images against at
tacks. The manuscript presented by the author Naik and Singh (2024)
shows how a chaotic map can be implemented to generate 
pseudo-random numbers to perform encryption on multimedia. A 
hybrid image-key model customized for text cryptography (Khan et al., 
2024). To enable genuine users (hospital employees) to access patients' 
highly sensitive medical data (images) securely over the cloud. This 
research study proposes a communal blind crypto-watermarking tech
nique that protects the ownership and authenticity of patient medical 
information, while also ensuring security (Kaur et al., 2020). Several 
authors have also discussed the use of watermarking to improve image 
security and data encryption techniques in cloud environments, which 
are practical and efficient (Ge et al., 2024; Alomoush et al., 2023; Gupta 
et al., 2022a; Boujerfaoui et al., 2023).

2.2. A review of privacy-enhancing methods in machine learning

The author introduces a novel scheme that can safeguard datasets in 
the cloud, as well as those of a cloud provider, using a public key 
encryption with a double decryption algorithm (DD-PKE) approach. To 
enhance the accuracy and efficiency of encrypted data in the presence of 
noise, we utilize an ML (Machine Learning) algorithm on this noisy data, 
in conjunction with e-differential privacy (Ping et al., 2018). A machine 
learning model designed by the authors is known as MLPAM (Machine 
Learning and Probabilistic Analysis-based Model), used for safeguarding 
information through privacy-preserving data storage, analysis, secure 
data sharing, and recognizing guilt units against data leakage (Gupta 
et al., 2021). The authors designed a model for handling confidential 

genomic data, known as Geno-PPML. It combines completely homo
morphic encryption based on TFHE (Fully Homomorphic Encryption 
over the Torus) for model inference with secure multiparty compute 
techniques based on the recently proposed Manticore framework for 
model training (Carpov et al., 2022). ML-Crypto is a tool implemented 
by the author to guess the class, also known as a distinguisher correctly. 
The author presented an approach using ML to generate a classifier that 
can able to solve distinguishing problems (Brunetta and Picazo-Sanchez, 
2022). The researcher presented a model that classifies data into 
different categories, such as sensitive and non-sensitive parts of data, 
then inserts noise in sensitive data, and then classification is performed 
with the help of k-anonymization, differential privacy, and ML algo
rithms (Singh and Gupta, 2022). For image data security, privacy, and 
computing efficiency, the author Jia et al. (2023) showcases a novel 
approach for classifying image features that synchronize multilevel 
homomorphic encryption with image data partitioning. CNN (Convo
lution Neural Network) is implemented for training and testing the 
method. The Federated Learning (FL) paradigm is an Artificial Intelli
gence (AI) method introduced by researchers for solving data warehouse 
privacy problems. In this approach, FL (Federated Learning) protects 
data by utilizing secure multiparty computation (MPC), differential 
privacy, and hardware solutions to apply distributed multiparty ML 
systems and statistical models across datasets. Through the FL (Feder
ated Learning) paradigm, ownership verification is performed by 
embedding watermarks into the Federated Learning (FL) model (Yang 
et al., 2023).One of the models for data security and privacy is presented 
by the author through a research research study that employs a 
multi-modal approach, coupling deep learning, classification, and clus
tering (El-Kassabi et al., 2023). Through the survey research study, the 
author (Qayyum et al., 2020) tried to present the various methods to 
ensure safeguarding and privacy-preserving ML techniques in the 
domain of healthcare. In this research study, a new symmetric image 
encryption technique with both diffusion and confusion components is 
presented. It utilizes a multi-layered design of chaotic maps (Guvenoglu, 
2024). In the research study Kumar and Revathi (2024), researchers 
coupled the Deep Neural Networks (DNNs) principle with a discrete 
memristor (a circuit unit with memory that shows the interconnection 
between charge and magnetic flux), a logistic chaotic map to improve 
the security of the data. The author suggested several security pre
cautions, including the use of a Support Vector Machine (SVM) and the 
image encryption technique (Shafique et al., 2021). The method used by 
the author is a hybrid random forest and logistic regression (HRFLR) 
model to solve the identification problem (Yuan et al., 2024). This 
article presents a comparative and systematic study, and in-depth 
analysis of leading techniques for secure sharing and protecting the 
data in the cloud environment (Gupta et al., 2022b). In this research 
work, the application of deep learning (DL) models in a known plaintext 
setting was examined by (Chong and Salam, 2021). The models' objec
tive was to use DL approaches to predict a cipher's secret key (Chong and 
Salam, 2021). Homographic Encryption and neural network-based 
classification models were proposed by researchers to preserve privacy 
in a cloud environment (Akram et al., 2024). An in-depth analysis of the 
security model has presented a detailed description of PPDL 
Privacy-Preserving Deep Learning (PPDL) and addresses the issue of 
using PPDL for ML as a Service (MLaaS) (Tanuwidjaja et al., 2020). To 
ensure a secure communication system in the cloud environment, the 
authors propose a new security design that uses Artificial Neural Net
works (ANN) and encryption. The Matrix Operation-based Randomiza
tion and Encipherment (MORE) method, which is based on Fully 
Homomorphic Encryption (FHE), for training neural networks using 
encrypted input (Sana et al., 2021). An explanation of one LMS Learning 
Management Systems (LMS) model that might offer its customers the 
best possible security, a user-friendly interface, and speedy access has 
been attempted (Chatterjee et al., 2023). The author presented a forensic 
technique using ML to detect the post-processing of digital videos which 
is exposed to manipulation. These approaches will help to make fair 
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decisions and strengthen justice in administration (Sandoval Orozco 
et al., 2020). In addition to the aforementioned research study, several 
researchers have presented the effective use of ML algorithms and 
cryptography in conjunction to enhance image security and data 
encryption in a cloud environment (Fkirin et al., 2022; Al-Ghuwairi 
et al., 2023; Garima and Quraishi, 2022; Pulido-Gaytan et al., 2021; 
Terziyan et al., 2023). A mathematical model for distributed 
denial-of-service attacks is proposed in the study. The ML algorithms, 
such as Logistic Regression and Naive Bayes, are used to detect attacks 
and normal scenarios (Kumari and Mrunalini, 2022). The DDoS attack 
on an SDN (Software Defined Networking) environment and develop a 
method to identify the DDoS attack using Deep Learning (DL). The 
proposed method converts the captured raw network traffic to image 
data and classifies the malicious data from normal data (Clinton et al., 
2024). These classifiers can be used with different feature engineering 
and feature selection strategies to create ML models that effectively 
handle certain security issues and enhance overall cybersecurity posture 
(Kareem and Jasim, 2021; Pathak et al., 2024).

3. Problem identification

Problem identification defines the modules that are associated with 
the model, along with their specified role, in addition to various types of 
vulnerabilities that may occur in the protocol, explains issues, and 
highlights the design objectives.

3.1. System architecture related issues

The system architecture consists of four entities: Data Steward (DSid), 
Cloud Sphere (CS), End User (EUid), and Unauthorized Party (UnPid). 
The description of System Architecture Related Issues (SARI) and en
tities is described below: 

SARI1 : Data Steward ‘DSid’ (It is a component of the architecture that 
uploads data and requests services from Cloud Sphere (CS). DSid 

encrypts data before moving it to the cloud by using encryption 
techniques. DSid may not see their data, but DSid can see other 
Steward information. Therefore, DSid is considered to be a trust
worthy component. It can be represented by Eq. (1). 

DSid =
{
DS1,DS2,DS3, .. ..DSn} (1) 

SARI2 : Cloud Sphere ‘CSid’ (It is an important component of the ar
chitecture that accumulates various encrypted data from DSid and 
facilitates storing of data, performs computation over data, and 
shares data. After receiving the ciphertext from DSid, the cloud 
sphere performs specific computations. The cloud sphere applies ML 
techniques and trains the data after getting information. The CSid 

consists of four clouds, namely Public, Private, Protected, and 
Hybrid. Here, Cloud One and Cloud Two contain data in fragmented 
forms and service agencies. Cloud three is used for computation and 
encryption. Cloud four uses ML-based classifiers. Further, it can be 
represented by Eq. (2) and Eq. (3).) 

CSid =
{
CS1,CS2,CS3, .. ..CSn} (2) 

Types of Cloud Sphere{ PuCUPrCUPcCUHyC} (3) 

wherePuC = PublicCloud, PrC = PrivateCloud, PcC = ProtectedCloudHyC 
= HybridCloud

SARI3 : End User ‘EUid’ (The encrypted data is available to the end 
user from the cloud sphere, which can be decrypted using a key by the 
end user, and therefore it is possible to read the data. Further, it can be 
represented by Eq. (4).) 

EUid =
{
EU1,EU2,EU3, .. ..EUn} (4) 

SARI4 : Unauthorized Party ‘UnPid' (It can access important informa
tion and can grab a set of data from an authorized user. Therefore, the 
unauthorized party is considered to be a doubtful entity. It can be rep
resented by Eq. (5).) 

UnPid =
{
UnP1,UnP2,UnP3, .. ..UnPn} (5) 

SARI5 : Data 'D' (Data in the system can be presented in several 
formats, such as textual data, image data, audio data, video data, real- 
time data, structured data, unstructured data, graphical data, etc. 
Handling various formats of data is challenging. It can be represented by 
Eq. (6).) 

Did =
{
D1,D2,D3, .. ..Dn} (6) 

SARI6 : Encrypted Data ‘EDid' (The data generated by the data 
steward is encrypted through the encrypted techniques applied to the 
data .It can be represented through Eq. (7).) 

EDid =
{
ED1,ED2, ED3, .. ..EDn} (7) 

SARI7 : Non-Fault User 'NFid' (The non-fault user is not a data leaker, 
and does not disclose the data but uses it appropriately. It can be rep
resented by Eq. (8).) 

NFid =
{
NF1,NF2,NF3, .. ..NFn} (8) 

SARI8 : Fault User ‘Fid' (The fault user leaks data. It can be repre
sented by Eq. (9).) 

Fid =
{
F1, F2, F3, .. ..Fn} (9) 

3.2. Threat analysis related issues

The Hybrid Machine Learning Cryptography Predictive Probabilistic 
(HyMLCPP) model is an authorized entity that can use or access data 
acquired by the DSid. Below mentioned are the Threat Analysis Related 
Issues (TARI) that may occur in the HyMLCPP model: 

TARI1 : UnPid can distort data and may be misused by others.
TARI2 : UnPid can perform data manipulation. The classifier cap
tures the data transmitted by the service provider.
TARI3 : UnPid can convince the end user to obtain data.
TARI4 : UnPid can control the data transmission among different 
entities, such as DSid, CSid, and other classifiers.
TARI5 : UnPid can directly grab the data from DSid.
TARI6 : UnPid manipulates data through vulnerabilities using CSid.
TARI7 : UnPidid may leak the data or broadcast it to others who can 
make a profit by selling it to different organizations or institutions.

3.3. System design objectives and research queries

There are data steward processes that manage data that is distributed 
or shared amongst various end users. During this process, the data 
steward comes across multiple issues and challenges that need to be 
eliminated. The description of System Design Objectives and Research 
Queries (SDORQ) are described below: 

SDORQ1 : How to safeguard data Di from Data Steward (DSid) who can 
expose data to some other entity within the cloud domain?
SDORQ2 : How to mitigate the owner's data that is being shared in the 
form of ciphertext?
SDORQ3 : Encrypted data ( ED1, ED2, ED3,ED4… EDn) is shared with 
the public and private key. So, CSid and UnPid can acquire data (D1,

D2,D3, .. ..Dn)
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The following are the Design Goals (DGs) of HyMLCPP based on the 
mentioned problem identification and threat analysis model: 

DG1 : To enable the data steward to share data with appropriate 
security and privacy.
DG2 :To share the data steward without unauthorized access and 
differentiate between fault users and non-fault users.
DG3 : To perform calculations over data (Did) for improving data 
preservation effectively.
DG4 :To maintain the confidentiality of data (Did) during its sharing 
and distribution with the authorized person.

4. Proposed model

4.1. Deep analysis of the proposed HyMLCPP model

Table 1 presents an in-depth analysis of the problem and threats 
associated with the existing system. It also presents the HyMLC-PP 
model as a solution to the issues.

4.2. Proposed HyMLCPPM model and system design

The HyMLC-PPM combines ML techniques and cryptography 
methods to encrypt data, minimize computational time, and enable the 
fair distribution of the data. The proposed model allows the fault user 
categorization

{
F1, F2, F3, …. Fn}and non-fault users, 

{
NF1, NF2, NF3,

.. NFn} …, NFn, who are leaking or exposing data in a cloud environ
ment. In the proposed model, let us consider that the data steward (DSi) 
owns the data (Di), where each data is considered to be an individual 
unit. Fig. 1 shows various components that interact with the proposed 
model.

The proposed HyMLC-PPM model and system design are divided into 
different key phases (Phase I to Phase IV): 

Phase I: Cryptographic Techniques for Data Security.
Phase II: Classification of Data.
Phase III: Data Allocation.
Phase IV: Identifying Faulty and Non-Faulty Users.

Fig. 1 represents the proposed architecture of the HyMLCPP model. 
This figure shows a basic building block of the proposed model. It shows 
the various components of the model that communicate and interact 
directly with the proposed model. The HyMLCPP model enables safe and 
secure data transmission, data sharing, data distribution, and data 
safeguarding. It predicts vulnerabilities in data and enables the detec
tion of both guilty and non-guilty users through a classifier. The pro
posed model facilitates full-fledged data security in a cloud environment 
by implementing ML and cryptography probabilistic approaches. The 
proposed model has three essential layers where Layer 1illustrates the 
components that directly interact with the model, Layer -2 receives input 
and provides a response to the entity, and Layer 3 defines the outcome 
provided by the model. The proposed model ensures safe and secure 
data accessibility, preventing data leakage by unauthorized users. The 
Fig. 1 shows the different functions of the proposed model in the cloud- 
IoT environment. The layers are interconnected to make the system 
stronger and increased reliability. This structure permits the proposed 
model to manage data, ensure security, and get used to changes effec
tively. The design also wires smooth operations across the cloud-IoT 
systems.

Fig. 1 provides an answer to the issues stated in Table 1. It brings 
deep drives into the proposed model by implementing ML techniques 
and cryptography methods for finding resolutions to the issues (Issue 1 to 
Issue 8) highlighted in Table 1.

Table 1 
Identified problems in cloud security and solutions using the HyMLC-PP model.

Issue 
No.

Problems 
Formulation

Issue 
Categorization

Description HyMLCPP 
Solution

Issues 
1

Vulnerabilities 
in Data 
Transmission 
and Storage

TARI4 Sensitive data 
transmitted or 
stored in the 
cloud is at risk of 
unauthorized 
access and 
tampering due 
to weak 
encryption.

The HyMLCPP 
model 
combines 
cryptography 
with ML to 
predict 
vulnerabilities 
and enhance 
encryption in a 
real-time 
environment.

Issue 
2

Inefficient 
Detection of 
Anomalous 
Activities

TARI1 Static methods 
for intrusion 
detection often 
fail to detect 
advanced or 
new threats, 
such as zero-day 
attacks.

The model 
improves 
anomaly 
detection by 
analyzing user 
behavior, 
system logs, 
and network 
traffic with 
machine 
learning.

Issue 
3

High 
Computational 
Costs of 
Security 
Mechanisms

SARI1 

SARI6

Traditional 
cryptography 
methods can be 
resource- 
intensive, 
causing 
performance 
issues in cloud 
services.

HyMLCPP 
optimizes 
cryptographic 
processes using 
ML to apply 
encryption 
based on the 
predicted 
sensitivity of 
data 
selectively.

Issue 
4

Lack of Real- 
Time Threat 
Detection and 
Response

TARI5 

TARI6

Many systems 
are unable to 
predict and 
counter threats 
before they 
cause damage.

The predictive 
probability 
model enables 
early detection 
and proactive 
response to 
threats, thereby 
reducing the 
likelihood of 
breaches.

Issue 
5

Privacy 
Concerns from 
Data 
Aggregation

SDORQ1 

SDORQ2 

TARI7

Aggregated data 
used in ML 
models can 
unintentionally 
leak sensitive 
information.

Cryptographic 
techniques 
ensure that 
sensitive data is 
protected 
during ML 
processes, 
preserving 
privacy 
without 
sacrificing 
performance.

Issue 
6

Balancing 
Security with 
User 
Experience

SDORQ3: Increased 
security 
measures can 
negatively 
impact 
legitimate users, 
complicating 
access and user 
experience.

HyMLCPP 
leverages ML to 
balance 
security needs 
with user 
behavior, 
allowing 
seamless access 
for legitimate 
users while 
blocking 
attackers.

Issue 
7

Scalability 
Issues in Multi- 
Cloud 
Environments

SARI2 Many security 
solutions fail to 
scale effectively 
across different 
cloud providers, 

HyMLCPP 
provides 
adaptable 
security 
mechanisms 
that scale 

(continued on next page)
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4.3. Work flow of the proposed HyMLCPP model

To improve privacy and security in cloud-IoT environments, the 
HyMLCPP model architecture integrates ML algorithms and crypto
graphic techniques faultlessly. It works by regularly monitoring data 
flow, observing irregularities, forecasting possible security threats, and 
dynamically modifying encryption settings as per the type and sensi
tivity of the data. This technique provides a balance between security 
and system performance, and ensures real-time threat identification and 
effective resource management. The HyMLCPP model employs 

necessary steps such as data pre-treatment, threat prediction, crypto
graphic optimization, and continuous monitoring for establishing a safe 
and scalable cloud computing environment.

4.4. HyMLCPP system flow and architecture

Fig. 2 describes the architectural design and operational task flow of 
the proposed HyMLCPP model. It explains the process of data generated 
by data stewards from local or remote locations. The generated data is 
encrypted and preserved on the cloud by the user. The proposed model 
operates on the cloud It permits the appropriate data distribution by 
safeguarding the security of the data without any data leakage. The 
proposed model is capable to detect any vulnerability in the data. The 
proposed model is also efficient in detecting modified images or dis
torted images. Further, this model can differentiate between non-guilt 
users and guilt users. The system also assures that sensitive informa
tion remains secure during complicated classification processes, and it 
implements privacy-preserving methods at various stages of 
communication.

Furthermore, the HyMLCPP model incorporates advanced machine 
learning techniques with cryptographic approaches to support a multi- 
layered security system. Its versatile architecture enables it to be resil
ient to numerous cloud environments and configurable for massive 
datasets. The proficiency to perform real-time monitoring enhances its 
reliability in dynamic data distribution scenarios. Altogether, the model 
provides trust, resilience, and efficiency in a cloud environment.

System Flow (SF): The SF encompasses data collection, data pre- 
processing, a Classifier, and a privacy-preserving approach. The 

Table 1 (continued )

Issue 
No. 

Problems 
Formulation 

Issue 
Categorization 

Description HyMLCPP 
Solution

leading to 
security gaps.

across multiple 
cloud 
environments, 
offering unified 
security 
protection.

Issue 
8

Categorize fault 
users and non- 
fault users

SARI7 

SARI8

It is essential to 
identify who is 
responsible for 
data leakage. 
Many of the 
existing system 
fails to identify 
the actual data 
leaker in the 
system.

HyMLCPP 
provides 
mechanisms 
that enable to 
differentiate 
between fault 
and non-fault 
users.

Fig. 1. Proposed HyMLCPP model.
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following are the essential system flow phases (SFPs): 

SFP1: Data Collection: The process is initiated by accumulating data 
from various sources, such as IoT devices, cloud storage, and can 
include a mix of confidential and non-confidential information.
SFP2 Pre-processing of Data: Pre-processing is performed on the 
accumulated data before classification. Getting the data prepared for 
the ML models encompasses cleaning, normalizing, extracting fea
tures, and encoding. Here, private-preserving approaches, such as 
encryption or data anonymization, can be used to protect sensitive 
data.
SFP3: HyMLPP Classifier: It is a hybrid classification model that in
tegrates different ML techniques. The system implements it as sup
port vector machines (SVM), decision trees (DT), and neural 

networks (NN). The layer-based model is pre-trained to classify the 
data precisely.
SFP4 : Mechanism to Preserve Privacy: Sensitive data is protected from 
exposure by applying privacy-preserving techniques, including safe 
multiparty computation, homomorphic encryption, and differential 
privacy.

5. Cryptographic techniques used in proposed HyMLCPP model

To provide security to the digital images, the following standard 
approaches (SA) are used to minimize the computational intricacy and 
alter the digital image pixels in the proposed work: 

SA1: The ML Classifier Support Vector Machine (SVM).

Fig. 2. Proposed model system flow and architecture.
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SA2.Chaotic Map-Based Modified Pulse-Coupled Spiking Neuron 
Circuit.
SA3: Bit Plane Decomposition.

Before transmission, the data generated at the user end undergoes 
encryption to ensure confidentiality. An AES-256 symmetric encryption 
scheme is employed, with cryptographic keys being securely generated 
and managed at the user/system level. The encrypted information is 
subsequently transferred to the cloud via a secure TLS/SSL communi
cation channel and retained in its encrypted form within the storage 
environment. During the retrieval phase, only authenticated users in 
possession of the correct decryption key can reconstruct the original 
data. This security framework strengthens data confidentiality and 
safeguards against unauthorized disclosure, even in scenarios where the 
cloud infrastructure is compromised.

5.1. Machine learning classifier support vector machine (SVM)

The primary goal of SVM is to maximize the margin between data 
points of distinct classes while determining the optimal decision 
boundary (hyperplane) that divides them. The proposed HyMLC-PP 
model classifies the digital image into two categories, i.e.. A portion of 
a plaintext digital image is intended to be encrypted or not. To classify, 
data points can be separated using Eq. (10). 

Z = V ∗ M + a (10) 

In Eq. (10), ‘Z’ is the hyperplane, whereas ‘V’ represents the hyper
plane's angle in ‘D’ dimensional space. ‘M’ represents input, and the 
threshold is represented by ‘a'. The Threshold value indicates the hy
perplane's separation from its starting point. Eqs. (11) and (12) represent 
the standard hyperplane for both negative and positive values. 

Z − = V ∗ M + a = − 1 (11) 

Z + = V ∗ M + a = +1 (12) 

A negative value indicates that the plaintext portion does not require 
encryption by the encryption algorithm. A positive value represents that 
the plaintext portion is mandatory to be encrypted by the encryption 
algorithm.

The SVM is the point of data used in Eqs. (11) and (12).
The objective of SVM is to reduce the factor. The support vectors 

primarily determine the position and direction of the hyperplane. The 
distance from the closest data point of either class (support vectors) to 
the hyperplane is known as the margin. A higher margin usually results 
in better generalization on unknown data, which is what the SVM al
gorithm seeks to maximize. 

Margingap =
2

‖ V ‖
(13) 

Fig. 3 illustrates the support vector organization, where line ‘M’ 
represents the margin that indicates the distance between the two 
classes. The line 'M' is the hyperplane that divides various courses. The 
best hyperplane to optimize the margin between classes is found using 
SVM. To calculate this decision boundary, it utilizes the support vectors. 
The Line 'N' that is available below the margin represents the specific 
section of the digital image that was prohibited from encryption. Line 'P' 
is a positive value, indicating a section of digital photos that requires 
encryption. This classification procedure guarantees that sensitive areas 
of the image are selectively safeguarded while non-critical portions 
remain accessible. By maximizing the margin, the SVM augments the 
accuracy of classification and minimizes the risk of misclassification. 
The disparity between encrypted and non-encrypted sections also en
hances computational efficiency by neglecting unnecessary overhead. 
Overall, this approach furnishes a balanced trade-off between perfor
mance and security in digital images.

In the proposed HyMLCPP model, the Support Vector Machine 
(SVM) is deployed to classify digital image sections into two broad 
categories: sections of plaintext that are recommended to be encrypted 
and those that are not, based on learned feature representations. As 
described in Eqs. (10)–(13), the proposed model depends on a linear 
decision boundary, with Z = V*M + a defining the hyperplane in D- 
dimensional space.

The following are the SVM implementations that are used for kernel 
and hyperparameter configuration: 

• Kernel Type (linear): 
○ This selection was steady with the theoretical formulation in Eq. 

(10), which presumes a linear segregation in the input feature 
space.

○ The experimental observation proved that the data were linearly 
separable, and the linear kernel generated robust and interpret
able outcomes without spare kernel transformation overhead.

• Hyperparameter Settings: 
○ C = 1.0: Regularization parameter controlling the trade-off be

tween maximizing the margin and minimizing classification errors. 
This default setting provided a good balance between model 
complexity and generalization.

○ Tol = 1e-4: Tolerance for stopping criterion to ensure convergence 
without overfitting.

○ max_iter = 1000: Sufficient number of iterations to reach optimal 
separation in all tested samples.

○ kernel = 'linear'
• Justification: 

Fig. 3. SVM framework of proposed work.
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○ We conducted experiments using multiple kernel types (linear, 
RBF, and polynomial). We found that the linear kernel consis
tently outperformed the others in terms of classification accu
racy and execution efficiency on our dataset.

○ No non-linear patterns were observed in the data distribution that 
would necessitate non-linear kernel mapping.

• Cross-Validation: 
○ A 5-fold cross-validation approach was employed to validate the 

selection of C and ensure that the linear kernel generalized well 
across unseen samples.

The selection of these parameters aligns to maximize the margin (as 
per Eq. (13): Margin gap = 2 / ‖V‖), which is central to the SVM's ability 
to generalize effectively.

The authors tried to solve Issue 3 (the High Computational Costs of 
Security Mechanisms) by optimizing cryptographic processes using ML 
after selectively applying encryption-based sensitivity of data. Further, 
the SVM model classifies the digital image into two categories, where 
category 1 includes the portion of the image that will be encrypted, and 
category 2 consists of the portion of the image that will not be encrypted. 
The portion of the data or image containing more information will be 
encrypted. Therefore, it reduces the encryption time.

5.2. Implementation of chaotic map-based modified pulse-coupled spiking 
neuron circuit in HyMLCPP model

A system in which chaotic maps are used to alter or control the 
behavior of pulse-coupled spiking neurons is known as the Chaotic Map- 
Based Modified Pulse-Coupled Spiking Neuron Circuit (MPCSNC). The 
two main components of this idea are chaotic maps, which provide 
complexity and unpredictable factors to the behavior of the system, and 
spiking neurons, which imitate the activity of actual neurons. The com
plex and unpredictable system behavior is produced by combining 
pulse-coupled neural dynamics with chaos. It is advantageous for secure 
communication, computational modeling, and performing brain-like 
computation. MPCSNC is implemented in the HyMLCPP model due to 
the large key space and critical initial condition. It can prevent brute 
force attacks.

The chosen chaotic map of Fig. 3 is described by Eqs. (14)–(18). 

f(i+1)= g(f(i) =
{

g1(f(i))modXforoddʹí
g2(f(i))modXforevenʹí (14) 

Where ʹXʹ is a minimal fractional denominator.

g1(f(i)) =

⎛

⎜
⎝

− L12sin(2πsy(i)) + L11

(

fn(i) − 1
4

)

k

⎞

⎟
⎠+ f(i) (15) 

Where, g1(f(i)) 0 ≤ fn(i) < 1
2 

g1(f(i)) =

⎛

⎜
⎝

− L12sin(2πsy(i)) − L11

(

fn(i) − 1
4

)

k

⎞

⎟
⎠+ f(i) (16) 

Where, g1(f(i)) 1
2 ≤ fn(i) < 1 

g2(f(i)) =

⎛

⎜
⎝

− L22sin(2πsy(i)) + L21

(

fn(i) − 1
4

)

k

⎞

⎟
⎠+ f(i) (17) 

Where, g2(f(i)) 0 ≤ fn(i) < 1
2 

g2(f(i)) =

⎛

⎜
⎝

− L22sin(2πsy(i)) − L21

(

fn(i) − 1
4

)

k

⎞

⎟
⎠+ f(i) (18) 

Where1
2 ≤ fn(i) < 1

5.2.1. Experimental configuration for chaotic maps
The experimental configuration outlines the preparation and utili

zation of chaotic maps in this study. It involves specifying the initial 
values, control parameters, and iteration steps that generate the chaotic 
sequences. These settings are carefully chosen to highlight the sensi
tivity of the system to starting conditions and to ensure that the gener
ated dynamics exhibit the required level of randomness and 
unpredictability. Such a configuration provides a consistent framework 
for evaluating performance and enables reliable comparison with 
existing methods.

The following are the Chaotic Maps parameters that were imple
mented in the proposed model: 

Parameter 1: Initial Conditions (Initial Conditions are those that act as 
the primordial values for the chaotic map. The chaotic map, due to its 
sensitive nature, even a minute alteration in specified conditions 
results in completely discrete trajectories.)
Parameter 2: Control Parameter (To govern the transformative 
behaviour, appropriate governing parameters are designated within 
specified ranges.)
Parameter 3: Random Seed (The random seed is implemented by a 
chaotic map as one of the parameters. It ensures the reproducibility 
of experiments while maintaining randomness in the sequences.)
Parameter 4: Iteration (Here, the system has to pass several iteration 
steps, where the latest value is derived from the preceding one. This 
leads to the sequence that showcases high unpredictability and non- 
linearity.)

The system then undergoes multiple iteration steps, where each new 
value is derived from the previous one, leading to a sequence that 
demonstrates high unpredictability and non-linearity. This design gua
rantees stability in assessment while preserving the intrinsic randomness 
of chaotic systems.

Table 2 summarizes the parameters and initial conditions used to 
implement the MPCSNC chaotic map in the HyMLCPP framework. The 
coupling constants (L₁₁, L₁₂, L₂₁, L₂₂) regulate nonlinear interactions in 
the update equations, while k and s control normalization and sinusoidal 
scaling. The values of f(0) and y(0) serve as the initial states, with even 
small variations producing different chaotic trajectories. A fixed random 
seed (2025) ensures reproducibility of results during simulations.

Fig. 4 illustrates how the MPCSNC chaotic map reacts to small 
changes in its initial conditions. Three trajectories are plotted, each 
beginning with slightly different starting values: Δf(0) = 10⁻³, 10⁻⁴, and 
10⁻⁵. The vertical axis, shown on a logarithmic scale, represents the 
difference between paired trajectories, while the horizontal axis 

Table 2 
Chaotic map parameters and initial conditions.

Parameter / Condition Value Description

L₁₁ 1.20 Coupling constant in Eqs. (15), (16)
L₁₂ 0.90 Coupling constant in Eqs. (15), (16)
L₂₁ 1.10 Coupling constant in Eqs. (17), (18)
L₂₂ 0.80 Coupling constant in Eqs. (17), (18)
k 2.00 Normalization factor
s 0.50 Scaling factor in the sine function
X 1.00 Minimal fractional denominator
f(0) 0.630 Initial map state
y(0) 0.470 Initial neuron state
Random Seed 2025 Seed used for initialization reproducibility
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indicates the number of iterations. The three colored lines correspond to 
different perturbation levels: the blue line represents Δf(0) = 10⁻³, the 
orange line represents Δf(0) = 10⁻⁴, and the green line represents Δf(0) =
10⁻⁵. As the iterations progress, even tiny variations in the initial state 
grows rapidly, leading to noticeable divergence between trajectories. 
This demonstrates the sensitive dependence on initial conditions, which 
is a key property of chaotic systems. Such behavior increases unpre
dictability and ensures that the system cannot be easily reconstructed or 
predicted, making it highly useful for secure communication and cryp
tographic applications.

Chaotic maps offer strong potential in secure communication, but 
they demand precise synchronization between sender and receiver. 
Their extreme sensitivity to initial conditions and parameters means 
even minor mismatches can cause desynchronization and data loss. In 
practice, factors like channel noise, parameter drift, and environmental 
interference make stable synchronization difficult, posing a significant 
challenge for real-world use. To mitigate the synchronization challenge, 
HyMLCPP employs Secure Key Initialization (SKI) techniques, which are 
implemented in the proposed model. At the start of communication, 
chaotic map parameters such as initial states and control variables can 
be derived from a machine learning–assisted hash of the session key (e. 
g., generated through Diffie–Hellman or ECC). This removes the need for 
continuous synchronization during transmission.

5.2.2. Hybrid chaotic–ML framework for secure detection of distorted 
images in the cloud

The proposed HyMLCPP model is capable of detecting modified or 
distorted images due to its dual-layer validation. In the first layer, 

chaotic maps generate highly sensitive hash values, where even minimal 
alterations in the image result in significant changes in the chaotic 
output. In the second layer, the ML module extracts deep feature em
beddings that capture the structural and semantic content of the image. 
Any modification or distortion—such as tampering, noise injection, or 
geometric transformation—leads to a mismatch between the expected 
chaotic ML fingerprint and the received one. This dual validation 
mechanism enables HyMLCPP to not only secure the transmission but 
also provide reliable tamper and distortion detection.

Fig. 5 illustrates the detection of the distorted image in the cloud 
platform by the proposed model. The digital images are sent as the input 
to the model. The chaotic map generates a hash value, indicating that 
even small changes in the digital image can result in significant modi
fications to the output of the chaotic map. In the next stage, a machine 
learning model is deployed for feature extraction from the image, which 
extracts the vital features from the image. Both the chaotic map and the 
ML model are used to authenticate the correct or distorted image.

5.3. Advanced bit-plane extraction for image enhancement and 
encryption

Bit-plane (BP) extraction is a process in digital image processing that 
divides an image into multiple binary layers, called bit planes. In an 8-bit 
grayscale image, each pixel is composed of 8 bits. This method separates 
these bits into different planes, where each plane corresponds to a 
specific bit level for all pixels. The lower-order planes typically capture 
minor details, while the higher-order planes contain the most important 
visual information. This technique is commonly applied in areas like 

Fig. 4. . Sensitivity of MPCSNC chaotic map to initial conditions.

Fig. 5. Distorted image detection proposed model in cloud platforms.
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image compression, steganography, and image enhancement. Further, it 
makes it easier to analyze and manipulate image data. In the proposed 
model, an 8-bit grayscale digital image is implemented. Fig. 4 shows the 
plain digital images and their related 8-bit plane ((7th) BP, (6th)BP,… 
(0th)BP). In the BP decomposition, the amount of information present in 
the several Bit Planes is calculated using Eq. (19). 

(BitPlane)n
2n− 1

∑7
02n− 1

(19) 

It is understood from Fig. 6 that higher information is present in the 
7th Bit Plane, and minimal information is present in the 0th Bit Plane. In 
the present work, only those bit planes are taken into consideration for 
encryption which provides adequate information in the plain digital 
image. Therefore, it reduces the computation time and data encryption 
time. Hence, Issue 3 (High Computational Costs of Security Mechanisms) 
of Table 1 is resolved.

This selective encryption approach ensures that critical data is 
secured without applying unnecessary operations on less informative 
regions. As a result, system efficiency is improved while maintaining the 
desired level of protection. The method also prevents resource wastage, 
making it suitable for large-scale cloud environments where processing 
power is a concern. Moreover, this strategy achieves a balance between 
strong security and faster performance, which is essential for real-time 
applications.

Fig. 7 represents the amount of information present in each plain text 
image. Here, Fig. 7(A) illustrates a column chart. From this chart, it is 
clear that the bit plane (7th) contains the maximum amount of infor
mation. The Bit Planes available from 7th BP to 4th BP include 85% to 
89% of the information present in the digital image taken as input. So, it 
is required to encrypt the 7th to the 4th Bit-Planes. It is insignificant to 
encrypt the remaining bit planes because their encryption may consume 
more processing time. Fig. 7(B) is a table that shows pixel information 
density percentage. Fig. 7(B) shows that the maximum amount of infor
mation resides in the 7th block, which is approximately 73%. Therefore, 
encrypting the blocks containing a higher amount of information would 
reduce the computation time in the cloud sphere.

Fig. 8 is the algorithm that shows the step-by-step implementation of 
the encrypted image. HyMLCPP model can reduce the computation time 
and offer encryption of the original digital image by implementing the 
bit plane. Therefore, it reduces the computation time. The most infor
mative block of the image is the 4th, 5th, 6th, and 7th blocks, and the 
same is encrypted during the process of data transmission. Hence, Issue 3 

(High Computational Costs of Security Mechanisms), of Table 1 is fixed. 
By focusing only on the most significant blocks, the model avoids un
necessary encryption of less relevant data, leading to faster execution. 
This selective process also ensures that the security of critical informa
tion is maintained without compromising overall efficiency. The algo
rithm's design makes it scalable and suitable for handling large datasets 
in cloud environments. Furthermore, this approach provides an effective 
balance between performance optimization and strong data 
confidentiality.

5.4. Preserving privacy in the HyMLCPP model

The proposed model enables the data steward to keep the data safe 
and secure while preserving privacy in the cloud sphere. Since the data 
of the steward could be sensitive and confidential. Therefore, it is the 
responsibility of the cloud service provider to keep sensitive data pro
tected from any leakage and damage. To achieve this milestone, the 
HyMLCPP model implements a unique two-way interface to secure 
sensitive data.

5.4.1. Preserving privacy using machine learning
Preserving privacy using the ML model includes standard approaches 

and methods to guarantee confidential data utilized in training and 
testing is not revealed. To achieve this, noise is introduced to the data, 
model parameters, or outcomes. Differential Privacy is a field of cryp
tography that is used to share information publicly about a data bank. It 
hides the contribution of individuals by maintaining the overall outcome 
while inserting random noise into the data. The ML model implements 
differential privacy for achieving privacy in the cloud sphere.

A concise step-by-step implementation of preserving privacy using 
differential privacy in the ML model is described below: 

i. The initial objective is to train the ML model ʹMʹto accomplish the 
task f : x→y.

The task is achieved by preserving privacy without disclosing the 
identity of the individual in the data set (D1,D2, D3,… Dn).

i. The model is trained by using differential privacy for reducing the 
loss function L(M, Dn). Here, L

(
M
(
xi),yi) represents the loss between 

the model’s prediction M
(
xi) for the input and the true label yi.

Fig. 6. Binary image decomposition.
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The standard symbol ʹLʹ is used to represent the loss or objective 
function that has to be reduced.

i. Arrange the data set and divide it into two stages, where 
stage 1 consists of the training data set and stage 2 is used 
for testing the data. Further, it can be represented by Eq. 
(20). 

D =
{
DtrainUDtest} (20) 

ii. Define the Privacy Parameter as follows:
iii. Delta ́ δ́ : Probability of the privacy mechanism.
iv. Epsilon ʹέ : Regulates privacy intensity; greater privacy is 

achieved at lower levels of ϵ.
v. Trimmed Data(TD) : It ensures that each gradient update 

is bounded by preventing individual data points from 

having a significant influence on the model. It can be 
represented by Eq. (21)

TD =
{
TD1,TD2,TD3.. ..TDn} (21) 

Continue5vi. Training the model with the help of differentially private 
stochastic gradient descent (DP-SGD), where every spec
imen of data calculates the gradient loss with respect to 
the model's parameters. It can be represented by Eq. (22). 

Gi = G
θ
L
(
M
(
xi), yi)) (22) 

Whereas, 
(
xi,yi) ⊂

{
D1, D2, D3, D4,D5}

Here, Gishows the gradient loss function concerning the argument 'ɵ'. 
It indicates how many parameters of the model shall be updated to 

Fig. 7. . Information analysis of bit planes in digital images.

Fig. 8. Bit plane decomposition algorithm.
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reduce the loss. The function of loss ́Lʹ calculates the difference between 
the expected and actual labels. Standard loss functions include mean 
squared error (for regression tasks) and cross-entropy loss (for classifi
cation tasks).

Fig. 9 illustrates the approach employed by the HyMLCPP model to 
maintain privacy in the cloud environment. The system makes use of 
both differential privacy and ML approaches. Sensitive information is 
gathered from the data steward, and sample data is chosen for training. 
The method employs additional differential privacy techniques during 
inference to guarantee that predictions stay private beyond training. The 
gradient is computed after trimming the data, and the average value is 
applied by introducing noise to the data mean. In addition, the param
eter is updated, and the gradient's value is applied to the model. This 
ensures that individual user contributions cannot be reverse-engineered, 
thereby minimizing the risk of data leakage. The combination of noise 
addition and gradient updates enhances model robustness while main
taining strong privacy guarantees. Furthermore, this approach supports 
compliance with data protection regulations, making it suitable for real- 
world cloud applications. Overall, the integration of ML with differential 
privacy establishes a secure and efficient framework for handling sen
sitive cloud data.

Differential privacy and ML techniques are used to address Issue 5 
listed in Table 1. The distribution of data among the different users is 
particularly crucial when it is transmitted over the cloud. This infor
mation can be used for a variety of studies, research projects, or pattern 
analysis. It is essential to preserve original data while making these al
locations. When distribution occurs, the right procedure should be fol
lowed. This is done by adding noise to the data average. One possible 
form of this type of noise is a Gaussian distribution. It can be represented 
by Eq. (23). 

Gaussiannoise : q(D) + N(0, σ2) (23) 

The complement procedure is demonstrated in Fig. 9, which provides 
an overview of how privacy can be accomplished and how data can be 
protected during distribution over the cloud. Here, Mean (0) ensures 
that the noise has zero bias value, and Variance (σ2) is used to control 
the magnitude of the noise.

Privacy Parameter Settings: 

• Epsilon (ε): ε = 3.0 
○ This value provides a moderate privacy guarantee, balancing 

privacy and model performance. A smaller value (e.g., <1) would 
result in stronger privacy but significantly degrade accuracy.

• Delta (δ): δ = 1e-5 
○ This was chosen based on standard recommendations where δ is 

set to be smaller than 1/n, with n being the size of the dataset. This 
ensures a very low probability that any individual’s data signifi
cantly affects the model output.

• These values were selected following common practice in privacy- 
preserving ML research, where ε values in the range of 1–10 and δ 
values in the range of 1e-5 to 1e-8 are considered acceptable, 
depending on the sensitivity of the data.

• In our case, we prioritized a balance between privacy protection and 
model utility, ensuring that the added noise (Gaussian mechanism, 
Eq. (23)) did not severely compromise classification performance.

• With these settings, the model maintained a classification accuracy 
of 94.3%, demonstrating the effectiveness of the approach under 
privacy constraints.

The Gaussian noise added during training (as shown in Eq. (23)) was 
used: 

• Mean = 0
• Variance (σ²) = 1.0 (tuned during model experimentation to control 

noise magnitude)

These parameters were calibrated to achieve ε = 3.0 and δ = 1e-5 
based on the privacy accounting method outlined in the Moments Ac
countant technique.

5.5. Vulnerability detection in the HyMLCPP model

Vulnerability is a defect or weakness within a system, network, or 
application that malicious actors can exploit to gain unauthorized 

Fig. 9. Preserving privacy using an ML model.
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access, manipulate data, or disrupt operations. The complexity and scale 
of interconnected Cloud and IoT technologies give rise to vulnerabilities 
in data security and privacy. Cloud computing may lead to data breaches 
due to configuration errors, weak access management, or insecure APIs. 
Additionally, IoT devices present further risks, such as limited security 
protocols, poor encryption, vulnerability to device misuse, and many 
more. Sensitive data stored or transmitted in the cloud is vulnerable to 
unauthorized access and may be altered when encryption is insufficient. 
Various types of vulnerability detection methods and standard detection 
tools used in cloud-IoT systems are described in Table 3.

Table 3 highlights the various vulnerability categories and the 
accompanying vulnerability detection techniques. The vulnerabilities 
are categorized according to their type (software, network, or system- 
based), and particular frameworks or tools for detection are listed. To 
properly address and mitigate different security issues, Table 3 can be 
used as a reference to select the right technologies.

The detection of a DDoS attack means finding whether a DDoS attack 
has occurred or not. The identification of a DDoS attack means tracing 
the specific attack that is responsible for data modification or data 
leakage in a cloud IoT environment. The HyMLCPP model implements a 
threshold-based approach for detecting DDoS attacks and a Random 
forest-based approach for identifying specific DDoS attacks. One of the 
vulnerabilities that cloud and IoT systems face when they are integrated. 
They struggle to establish the connection during the data transmission; 
as a result, data are either unsent within a particular time frame or sent 
slowly. One of the root causes of this is a Distributed Denial of Service 
(DDoS) attack. The DDoS attack aims to overwhelm a target's network, 
server, or application by sending an excessive quantity of traffic from 
numerous sources at once. DDoS attacks are often deployed to interrupt 
services, inflict financial losses, harm an organization's reputation, or act 
as a distraction for additional malicious actions. The DDoS assaults can 
be challenging to counter because of their scattered nature. Many 

researchers have proposed techniques to safeguard from DDoS attacks to 
some extent. It can be identified, but due to the scattered nature of DDoS 
attacks, these approaches fail in some situations. This may be because 
the researchers neglect some of the steps that are important in identi
fying the attack. Therefore, a robust technique is required to identify 
these DDoS attacks in the Cloud-IoT Environment. The solution is pro
vided by the authors in the current research study through the HyMLCPP 
model, which utilizes machine learning techniques to identify DDoS 
attacks. The proposed HyMLCPP model is implemented using a two-way 
attack detection method in a cloud-IoT environment. 

Method 1: Threshold Approaches to Detect DDoS Attacks.
Method 2: Random Forest-Based ML Approaches to Detect DDoS 
Attacks.

Table 4 illustrates a comparison of the Random Forest and Threshold 
Method for the HyMLCPP model-based DDoS attack detection. Essential 
parameters are assessed, including complexity, computing efficiency, 
performance, interpretation, and use case. Although the Threshold 
Method may provide faster detection with less processing demands, the 
comparison shows how Random Forest performs better in terms of ac
curacy and robustness.

5.5.1. Threshold method to detect DDoS attack (Method 1)
The threshold method is the traditional method to identify the 

attack. This method sets a limit i.e., a threshold at a particular point. 
Setting predetermined criteria for specific metrics, like packet rates, 
connection requests, or bandwidth utilization, and keeping an eye on 
network traffic are all part of it. The DDoS attack may be suspected when 
these metrics show unusual activity that is above the set thresholds. This 
threshold approach is effective because DDoS attacks often result in 
sudden and significant deviations from normal network behavior. Key 
characteristics of threshold-based approaches for detecting DDoS at
tacks include Simplicity, Real-Time Detection, Minimal Computational 
Overhead, and Dependency on Threshold

Fig. 10 is the flowchart diagram that shows the process involved in 
vulnerability detection of DDoS attacks in a cloud environment. The 
process begins by collecting traffic data at regular intervals. After col
lecting data, the threshold value is fixed for the input traffic. Thereafter, 
the traffic analysis is done. If the traffic is found to exceed the threshold 
value, then “DDoS Attack is Identified”; otherwise, “No DDoS Attack”. 
This mechanism enables early detection of abnormal traffic patterns, 
which helps in preventing service disruption. By continuously moni
toring network behavior, the system can adapt to dynamic attack stra
tegies. The use of threshold-based detection also ensures quick decision- 
making with minimal computational overhead. Moreover, the flowchart 
highlights a simple yet effective defense strategy that can be integrated 
with advanced models for real-time cloud protection.

Fig. 11 describes the proposed HyMLCPP model's algorithm for 

Table 3 
Various vulnerability and detection tools to detect vulnerability.

S. 
No.

Vulnerability 
Detection Methods

Description Common Tools

1. Static Analysis Analyzes source code or 
binaries without execution to 
identify vulnerabilities based 
on coding standards. 
Suitable for early detection 
during the development 
phase.

SonarQube, 
Checkmarx, 
Veracode

2. Dynamic Analysis Tests applications during 
execution, simulating attacks 
to uncover runtime 
vulnerabilities. 
Essential for identifying 
vulnerabilities in running 
applications.

OWASP ZAP, 
Burp Suite, 
Acunetix

3. Interactive 
Application Security 
Testing (IAST)

Combines static and dynamic 
analysis using agents to 
provide real-time feedback on 
vulnerabilities. 
Provides a holistic view by 
combining static and dynamic 
approaches

Contrast Security, 
Seeker by 
Synopsys

4. Network 
Vulnerability 
Scanning

Scans networked systems for 
known vulnerabilities using a 
database of common exploits 
and weaknesses. 
Crucial for identifying 
network-level vulnerabilities.

Nessus, Qualys, 
OpenVAS

5. Web Application 
Scanning

Specializes in identifying 
vulnerabilities in web 
applications, such as SQL 
injection and XSS attacks. 
Focuses specifically on web 
application security.

Nikto, Arachni, 
Netsparker

Table 4 
Comparative study of threshold method and random forest for DDoS attack 
detection used in HyMLCPP model.

Aspect Threshold-Based 
Methods

Random Forest

Overview Makes decisions by 
setting a cut-off.

Ensemble model combining 
multiple decision trees.

Level of 
Complexity

Low High

Performance Effective for simpler 
patterns

Excellent for capturing complex 
relationships.

Ease of 
Interpretation

High Moderate

Handling 
Imbalanced Data

Requires careful tuning 
of the threshold

Manages well, especially with 
class weighting or sampling.

Typical Use Cases Suitable for basic 
classification tasks

Ideal for complex classification 
and regression problems.
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detecting DDoS attacks using the Threshold technique. The proposed 
algorithm works by establishing preset criteria for network traffic in
dicators, including bandwidth use, packet rate, and flow duration. Ab
normalities are detected when these metrics exceed the thresholds, and 
it may be a signal of potential DDoS activity. The approach is effective 
and lightweight, which makes it appropriate for real-time detection. 
However, to reduce false positives and false negatives, it significantly 
depends on precise threshold setting. The algorithm is integrated with 
adaptive learning methods that automatically adjust thresholds based 
on evolving traffic patterns to ensure reliability. This allows the system 
to remain resilient against both traditional and emerging attack strate
gies. Additionally, its low computational demand makes it highly suit
able for cloud environments where scalability is essential. Overall, the 
method provides a practical balance between detection accuracy and 

efficiency.
Fig. 12 represents one of the vulnerabilities that occur in a cloud-IoT 

environment when data transmission takes place. The Python-based 
technique is implemented in the proposed HyMLCPP model for DDoS 
attack detection that looks for irregularities through traffic monitoring. 
This technique looks for potential assaults by comparing traffic patterns 
with predetermined thresholds. This vulnerability is a DDoS attack. The 
graph of Fig. 11 is generated from the incoming traffic data. The X-axis 
denotes Time, and the Y-axis denotes Traffic Volume at the particular 
time frame.

The traffic volumes on the left side of the graph in Fig. 12 represent 
regular traffic. It is comparatively steady and far below the threshold, 
which indicates regular cloud network behavior. The threshold is fixed 
at 150 traffic volume after conducting a regression analysis. The Attack 

Fig. 10. Flow diagram of DDoS detection in traffic data.

Fig. 11. HyMLCPP model's vulnerability detection algorithm for DDoS attacks through the Threshold technique.
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Traffic (Graph on the right) indicates the sudden increase in traffic 
signal. It means that a DDoS attack is about to start. The system flags the 
traffic as an assault because it surpasses the pre-determined threshold. If 
the traffic is beyond the stated value, it signifies that there is a DDoS 
attack. Therefore, the proposed HyMLCPP model can identify the po
tential time of a DDoS attack by rapidly analyzing when traffic crosses 
the threshold.

5.5.2. HyMLCPP model's algorithm for detecting DDoS attacks using the 
Random Forest algorithm (Method 2)

The proposed HyMLCPP is a sophisticated framework that combines 
ML and cryptography to improve the detection and defense against 
DDoS attacks in the current networks of cloud-IoT systems. The 
HyMLCPP's Random Forest component processes many variables, 
including packet speeds, flow durations, and byte counts, to find 
anomalies in traffic data. In machine learning, the Random Forest 
approach is a popular ensemble algorithm for identifying DDoS attacks 
because of its versatility, precision, and resilience. It builds several de
cision trees during training and combines their results for categorizing 
network traffic as benign or malicious. Because of these features, 
Random Forest is a dependable and efficient technique used for identi
fying DDoS attacks in a dynamic and high-volume network setting.

Key characteristics of Random Forest approaches for detecting DDoS 
attacks are as follows: 

i. Multimodal Learning: Random Forest increases classification ac
curacy and noise resistance by combining the predictions of 
several decision trees.

ii. Feature Importance: It can rearrange the characteristics according 
to their significance when making choices. Hence, it aids in 
locating crucial DDoS attack indications (such as packet rate and 
flow duration).

iii. Tolerance to Missing Data: It uses substitute splits or average 
outputs across trees to deal with missing values.

iv. Probabilistic Results: It enables adaptable decision-making based 
on degrees of confidence by providing forecast probabilities.

v. Handles High-Dimensional Data: It works well with big datasets 
that include a lot of features.

The crucial step involved in detecting Vulnerabilities of DDoS attacks 
in the HyMLCPP model is described in Table 5.

Table 5 describes the actions that must be followed to identify DDoS 
assaults after applying the HyMLCPP model. It covers every step, 
including feature selection, data pre-processing, model training, and 
evaluation. The proposed HyMLCPP model is integrated with various 
components and functions to examine traffic patterns. The precise 
detection of possible DDoS threats is also highlighted in Table 5.

Fig. 13 portrays DDoS detection by the proposed model, which helps 
in detecting whether an attack has occurred or not. This process starts 
with data collection from various data repositories. The data is then 
processed, and the required features are extracted from the data set. 
After the extraction of features, the data is sent to the Random Forest 
classification model. It is an ML technique used for the classification of 
multiple classes. The proposed model implements Random Forest to 
distinguish between normal and attack traffic. Create warnings auto
matically using the proposed HyMLCPP model when unusual traffic 
levels are above pre-determined thresholds (150). This warning could be 
a sign of a DDoS attack. The integration of feature extraction with 
Random Forest improves the accuracy of detection by capturing both 
linear and non-linear traffic behaviors. The model also minimizes the 
chances of misclassification by leveraging ensemble learning. Further
more, the automated alert system enhances real-time responsiveness, 
allowing for quick countermeasures against ongoing threats. Overall, 
the proposed approach ensures both efficiency and robustness in 

Fig. 12. Vulnerability detection: DDoS attack detection in traffic data by simulating network traffic data.
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managing cloud-based DDoS vulnerabilities.
Fig. 14 is an algorithm representation of the proposed vulnerability 

detection algorithm for DDoS attacks using the Random Forest 
approach. The Random Forest approach yields the best outcome in 
categorizing whether an event is an “Attack” or “No Attack”. The process 
starts with uploading the dataset, followed by feature selection in the 
dataset. Next, it divides the dataset into training and testing. Further, it 
implements a random forest approach to classify the traffic. The algo
rithm works by constructing multiple decision trees, each trained on 
different subsets of the data, to avoid overfitting and enhance prediction 
accuracy. The outputs from all trees are combined using majority voting 
to decide the final classification. This ensemble method improves 
robustness, as even if some trees misclassify, the overall result remains 
reliable. Additionally, the algorithm efficiently handles large-scale 
traffic data, making it suitable for real-time cloud security applica
tions. Random Forest was specifically chosen because of its ability to 
process high-dimensional features, scalability in distributed environ
ments, and superior accuracy compared to single classifier methods.

The following is a detailed description of the experimental setup: 

• DDoS Simulation: The proposed model was tested on standard data
sets such as the CICIDS 2017 Dataset, Kaggle Dataset, AIND DDoS 
Dataset, and CTU-13 Dataset for DDoS attack detection. The proposed 

model implements Random Forest to distinguish between normal and 
attack traffic.

• Duration of Scenarios: Each scenario ran for 5 min with 1-minute idle 
gaps, repeated five times per profile to ensure sufficient traffic vol
ume for analysis.

• Number of Samples: Benign samples: 63,561, Attack samples: 40,784, 
Total: 104,345

In Fig. 15, the confusion matrix for the dataset tested under various 
training and testing conditions is shown. The confusion matrix is an ML 
performance metric for categorization issues. To assess a model's per
formance, it contrasts the expected and actual classifications. Fig. 15(A) 
represents the visualization of data with 15% of Training and 85% of 
Testing. The top-left represents True Positive (TP), which means 
correctly predicted positive values, and its value is 53,720. The top-right 
represents False Negative (FN), which means missed positives, and it is 
22. The bottom-left represents False Positive (FP), which means incor
rectly predicted positives, and its value is 52. The bottom-right repre
sents True Negative (TN), which correctly predicted negatives, and its 
value is 34,470. It performs well at identifying both positive and nega
tive classes, with very few misclassifications. The proposed model is 
highly reliable, as it yields high values for all metrics. The accuracy of 
the proposed model for Fig. 15(A) is 99.92%. It means that almost all the 
cases were correctly classified. Fig. 15(B) represents the interpretation 
of data with 30% of Training and 70% of Testing. It indicates an excellent 
balance between identifying positives and negatives. False negatives 
(missed positives) and false positives (incorrectly classified negatives) 
are almost negligible. The confusion matrix of Fig. 15(B) shows that the 
model handles class imbalance very well. The high number of TP and TN 
versus the negligible number of FP and FN suggests strong performance 
in both classes. In Fig. 15(B), the value of TP is 44,158. It means that the 
majority of positive cases were correctly classified. Further, the value of 
TN is 28,527. It means that most of the negative cases were also correctly 
classified. Furthermore, the values of FN = 1, and FP = 2 mean that the 
model made only three total misclassifications across both classes. It 
confirms its high reliability.

Fig. 15(C) represents the interpretation of data with 40% of training 
and 60% of Testing. Here, the value of TP is 37,900. It means that, in 
these cases, the proposed model correctly predicts the positive class. In 
Fig. 15(c), the value of FN is 4. These are the cases where the model 
incorrectly predicted the negative class for actual positives. In the same 
case, the value of FP is 3. Therefore, in 3 cases, the model incorrectly 
predicted the positive class for actual negatives. Here, the value of TN is 
24,397. It means the model correctly predicted the negative class in 
these cases. The calculated Accuracy for Fig. 15(C) is 99.99% which 
shows the overall percentage of correct predictions. In Fig. 15(D), the 
authors used Training data ¼50%, and Testing data ¼50%. It can be 
visualized through the confusion matrix. Here, the value of TP is 31,652. 
It means the positive cases were correctly predicted as positive in 31,652 
cases.

In Fig. 15(D), the calculated value of FN is 4. It indicates the situa
tions where positive cases are incorrectly predicted as negative. Further, 
the value of FP = 0 suggests that no negative case is incorrectly pre
dicted as positive. Hence, the model perfectly identifies all negatives, 
avoiding unnecessary flags or disruptions. The value of TN = 20,264 
indicates the negative cases that were correctly predicted as negative. 
The model's performance is nearly flawless, and its deployment would 
provide reliable and consistent results for the given classification tasks. 
The analysis of the confusion matrix and performance metrics demon
strates that the model exhibits exceptional classification performance.

The heatmap of Fig. 16 (Fig. 16 (A) and Fig. 16(B)) presents corre
lations among various features in the dataset. It helps understand the 
relationships and their potential impact on the target variable (label).

In case 1 of Fig. 16(A), if Training is 15%, and Testing is 85%, then the 
Red color is close to 1. It indicates that the features with a strong positive 
correlation move in the same direction. Example: If pktcount increases, 

Table 5 
Steps involved in detecting DDoS attack and HyMLCPP model application.

S. 
No

Steps Key Step Implementation HyMLCPP Model 
Application

1. Step 
1

Data Collection Gather data from IoT 
devices and cloud 
systems, focusing on 
logs, network traffic, 
and API requests.

Utilize data from 
network devices to 
monitor traffic 
patterns and 
identify anomalies 
in access logs. 
Example: Data set 
from Kaggle. 
dataset_sdn.csv

2. Step 
2

Machine Learning 
for Anomaly 
Detection

Apply ML algorithms 
to analyze the 
gathered data for 
potential 
vulnerabilities.

Implement 
algorithms like 
Random Forest to 
distinguish between 
normal and attack 
traffic.

3. Step 
3

Securing 
Communications 
and Integrity 
Verification

Ensure encryption of 
communications 
between IoT devices 
and cloud 
infrastructure. 
Use digital 
signatures to 
validate the integrity 
of data and 
configurations. It 
may help to prevent 
tampering.

Establish secure 
channels using TLS/ 
SSL protocols for 
communication 
between devices 
and servers.

4. Step 
4

Risk Analysis with 
Probabilistic 
Models

Use probabilistic 
models to assess the 
likelihood of a DDoS 
attack occurrence. It 
is based on historical 
and real-time data.

Implement Bayesian 
networks to 
estimate the 
probability of a 
DDoS attack based 
on observed traffic 
anomalies and 
device behaviors.

5. Step 
5

Continuous 
Monitoring, Alerts, 
and Model Updates

Set up a real-time 
monitoring system to 
track system 
performance and 
identify signs of a 
DDoS attack.

Utilize the 
HyMLCPP model to 
automatically 
trigger alerts when 
abnormal traffic 
volumes exceed 
defined thresholds 
of 150, indicating a 
potential DDoS 
attack.
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then the byte count also increases. The attributes account, and byte count 
(value 0.68) indicate a strong dependency between the number of 
packets, and the data volume (bytes transmitted). Further, the Blue 
color, which is close to -1, indicates that a strong negative correlation 
moves in opposite directions. Example: If port_no increases, then the 
probability of the label being positive decreases. The port_no and label 
(-0.40) indicate that specific port numbers are inversely related to the 
target (label). It may indicate the fault patterns in specific ports. The 
white/Neutral color (almost 0) indicates that the features have a weak or 
no linear relationship. Example: dur_nsec has virtually no relationship 
with the label. Features such as switch, rx_bytes, and dur_nsec show 
minimal correlation with labels, suggesting that they may contribute a 
little to the classification task.

In Case 2 of Fig. 16(A), the Training is 30%, and Testing is 70%. The 
heatmap of Fig. 16(A) displays the correlation between various prop
erties with their values ranging from -1 to 1. The strong positive 

correlations are indicated by red hues when two traits rise together. Blue 
colors indicate the weak or negative correlations. The strong relation
ship between account and byte count, for instance, is seen by their cor
relation value of 0.68. Likewise, strong correlations exist between 
byteperflow and pktperflow(0.81), and tx_kbps and tot_kbps(0.76). It in
dicates that the information is overlapping.

In Case 1 of Fig. 16(B), the Training is 40%, and the Testing is 60%. 
The heatmap of Fig. 16(B) displays the correlation between the various 
attributes with values ranging from -1 to 1. A high negative correlation is 
shown by a number near -1 (blue), whereas a strong positive correlation 
is indicated by a value near 1 (red), implying two traits increase 
together.

Here, a little or no association is indicated by a correlation value near 
0 (white). For example, the correlation between pktcount and bytecount is 
0.68, indicating a strong positive relationship between them. Likewise, 
there is a substantial strong correlation between byteperflow and 

Fig. 13. DDoS detection framework architecture.

. 14. Vulnerability detection algorithm for DDoS attacks through the Random Forest algorithm in HyMLCPP.
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pktperflow (0.81), and tx_kbps and tot_kbps (0.76). Similar results were 
also obtained in case 2 of Fig. 16(B).

In Fig. 17(A), the true positive (TP) rate is displayed on the graph for 
each training phase. The TP rate initially peaks at about 60.85%, but at 
30 training steps, it drops to about 60.75%, suggesting a reduction in 
performance. After that, it recovers a lot, reaching about 60.95% by 50 
training steps, indicating that the model improves its performance and 
correctly classifies positives in later training phases. In Fig. 17(B), the 

true negative (TN) rate for each training step is depicted in the graph. 
The TN rate first rises before reaching its maximum at about 30 training 
steps (~39.25%), suggesting better performance in accuracy while 
identifying negatives. In Fig. 17(C), the graph shows a significant drop in 
the false positive (FP) rate as training steps increase, with the rate 
reducing from 0.05% (at 15 training steps) to near 0% (at 30 training 
steps). Beyond 30 training steps, the FP rate stabilizes, indicating that 
the model has effectively learned to minimize misclassifications. This 

. 15. Confusion matrix of DDoS attack detection on dataset.
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experiment suggests that 30 steps could be an optimal point for 
balancing performance and computational efficiency. The near-zero FP 
rate demonstrates the model's high reliability in detecting anomalies 
accurately.

In Fig. 17(D), the graph demonstrates a notable improvement in 
anomaly identification during this phase, with the false negative (FN) 
rate dropping from 0.025% (at 15 training steps) to almost 0% (at 30 
training steps). The FN rate gradually rises after 30 steps and levels off at 

0.005%. The results suggest that 30 training steps may be the ideal 
number to strike a balance between computational efficiency and 
detection accuracy. The model is an example of successful learning.

In Fig. 17(E), the graph shows that the accuracy steadily increased 
from 99.92% (at 15 training steps) to almost 100% (at 30 steps), sug
gesting substantial learning improvement. The model appears to have 
hit its peak performance and may experience diminishing returns after 
40 steps because the accuracy stabilizes after 30 steps. Therefore, the 

. 16(A). . Heat map of DDoS attack detection.
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. 16(B). . Heat map of DDoS attack detection.
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ideal number of training steps to balance accuracy and efficiency is 
thirty.

In Fig. 18, the classification report of proposed approach shows high 
overall accuracy of 99.92% (Training Data: 15% Testing Data: 85%) 
100% (Training Data: 30% Testing Data: 70%), 99.99% (Training Data: 
40% Testing Data: 60%), 99.99% (Training Data: 50% Testing Data: 
50%) with excellent precision, recall, and F1-scores for both classes (0 
(Normal), and 1 (DDoS Attack)). The macro and weighted average 
confirm that the performance of the proposed approach is balanced 

across the datasets. Further, getting substantial support for each class 
makes the results reliable and robust. These results indicate that the 
model is highly effective in distinguishing between regular and attack 
traffic, even under different training and testing splits. The consistency 
of accuracy across varying data partitions highlights the stability and 
generalization capacity of the proposed method. Moreover, the sub
stantial precision and recall values demonstrate that the model not only 
reduces false positives but also minimizes false negatives, which is 
critical in security-sensitive applications. Overall, this performance 

Fig. 17. Performance metrics of the training dataset: TP, TN, FP, FN, trends in detecting DDoS attack.
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shows that the proposed approach is capable of delivering trustworthy 
real-time detection in cloud environments. Compared to traditional 
threshold-based detection methods, the proposed model achieves far 
superior accuracy and adaptability, making it a more reliable solution 
for evolving DDoS attack scenarios.

5.5.3. Cross validation and statistical analysis of the proposed model
Cross-validation performance analysis provides a robust mechanism 

to evaluate the generalizability of a model across different data parti
tions. At the same time, statistical significance testing ensures that 
observed improvements are not due to random variation. In this context, 

the HyMLCPP model is compared with baseline approaches to validate 
its stability, reliability, and superiority through both distribution-based 
performance metrics and hypothesis testing. 

i. Cross-Validation Performance Analysis of HyMLCPP Model:

To rigorously assess the predictive capability of the HyMLCPP 
model, cross-validation was conducted across multiple folds. This 
evaluation strategy reduces bias associated with a single train–test split 
and provides a more precise measure of model generalization. Analysis 
of accuracy, precision, recall, and F1 scores across folds further 

Fig. 18. Accuracy report of various training and testing datasets.
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illustrates the model's stability and consistent performance under 
diverse data partitions. The detailed outcomes of this cross-validation 
process, including fold-wise metrics and comparative performance 
against baseline models, are summarized in Table 6.

The results in Table 6 highlight that Bagged Trees achieved the best 
overall performance, reaching near-perfect accuracy and F1 scores. This 
can be attributed to the ensemble nature of bagging, which reduces 
variance and enhances robustness against overfitting. However, despite 
slightly lower accuracy, the HyMLCPP model demonstrates strong 
competitiveness with stable precision and recall values, while also of
fering the advantage of privacy-preserving mechanisms that traditional 
models do not provide. The Decision Tree model achieved reasonably 
high accuracy but was slightly less stable across folds, and Boosted Trees 
lagged due to their sensitivity to noisy patterns in the dataset. These 
findings indicate that while Bagged Trees lead in raw performance, 
HyMLCPP provides a balanced trade-off between accuracy, stability, 
and enhanced security features, making it suitable for deployment in 
real-world sensitive environments. 

ii. Pre-fold cross-validation Analysis of the proposed model:

Per-fold cross-validation analysis offers a detailed view of how in
dividual models perform across different partitions of the dataset. 
Instead of relying solely on average metrics, this approach highlights the 
stability, variability, and consistency of each classifier from one fold to 
another. Presenting the fold-wise results for HyMLCPP alongside base
line methods provides more unmistakable evidence of its reliability, 
demonstrating how the model maintains balanced accuracy, precision, 
recall, and F1 scores under repeated testing conditions.

The per-fold cross-validation results in Table 7 indicate that Bagged 
Trees achieved the best overall performance, with accuracy and F1 
scores consistently close to 1.0, reflecting exceptional stability. The 
Decision Tree also performed strongly, with accuracy between 0.982 and 
0.986 and F1 scores around 0.978–0.982, though with slightly higher 
variability. The proposed HyMLCPP model showed competitive and 
reliable performance, maintaining accuracy in the 0.980–0.982 range 
and F1 scores around 0.975, consistent with its average results. In 
contrast, Boosted Trees demonstrated weaker generalization, with 
notably lower accuracy (≈0.894) and F1 (≈0.868), highlighting their 
reduced stability across folds. While Bagged Trees attained the highest 
classification accuracy, the HyMLCPP model demonstrated competitive 
performance with consistent stability across validation folds. The 
balanced outcomes in terms of precision, recall, and F1 score emphasize 
its robustness and reliability. Consequently, HyMLCPP emerges as a 
suitable candidate for deployment in security-sensitive and mission- 
critical environments.

Fig. 19 represents the accuracy distribution across folds for different 
models. The boxplot shows that Bagged Trees achieve nearly perfect 
accuracy with minimal variance, highlighting their robustness and sta
bility. In contrast, Boosted Trees exhibit lower accuracy and higher 
variability, while Decision Tree and HyMLCPP provide competitive but 
slightly lower performance compared to Bagged Trees.

Fig. 20 illustrates F1 score distribution across folds for different 
models. Bagged Trees consistently achieve high F1 scores with minimal 
variability, reflecting their balanced performance between precision and 
recall. Boosted Trees show comparatively lower F1 values, whereas 
Decision Tree and HyMLCPP provide competitive results. 

iii. Statistical Significance Analysis of HyMLCPP vs Baseline Models:

To strengthen the reliability of the evaluation, statistical significance 
testing was performed to compare the proposed HyMLCPP model 
against established baseline classifiers. These tests help determine 
whether the observed performance differences are due to genuine im
provements rather than random variation. Both parametric (paired t- 
test) and non-parametric (Wilcoxon signed-rank test) approaches were 
applied, providing complementary insights into the robustness of the 
results. This analysis ensures that the comparative evaluation of 
HyMLCPP is both rigorous and statistically sound. The outcomes of the 
statistical significance analysis, including pairwise comparisons of F1 
scores between HyMLCPP and baseline models, are presented in Table 8
to highlight the reliability and validity of the observed performance 
differences. These statistical results complement the cross-validation 
findings by confirming that the observed performance trends are not 
incidental but rather reflect consistent and reliable differences across 
models.

Table 8 highlights the Statistical Significance Analysis of the proposed 
model. This table presents the results of pairwise statistical significance 
tests comparing the F1 scores of the HyMLCPP model with baseline 
classifiers. Both paired t-tests and Wilcoxon signed-rank tests were 
conducted to assess whether the observed performance differences are 
statistically meaningful. The results indicate that Bagged Trees signifi
cantly outperform HyMLCPP, while the Decision Tree shows a smaller 
but still statistically meaningful advantage. In contrast, HyMLCPP ach
ieves a clear and significant improvement over Boosted Trees, con
firming its competitive reliability among the evaluated models.

Fig. 21 presents the mean accuracy with standard deviation for 
different models. Bagged Trees achieve the highest accuracy with min
imal variability, indicating strong stability. Decision Tree and HyMLCPP 
also deliver competitive results. Decision Tree and HyMLCPP also pro
vide strong results, maintaining high accuracy with relatively low 
variability, making them competitive alternatives. In contrast, Boosted 
Trees show a noticeable drop in mean accuracy and exhibit slightly 
higher uncertainty, suggesting weaker generalization compared to the 
other models.

Fig. 22 compares the mean F1 scores with standard deviation for 

Table 6 
Cross-validation performance metrics of HyMLCPP and baseline models.

Model Accuracy_Mean Accuracy_Std F1_Mean F1_Std Precision_Mean Recall_Mean

Bagged Trees 0.999626 0.000114 0.999522 0.000146 0.999461 0.999583
Decision Tree 0.984388 0.001382 0.980135 0.001712 0.975145 0.98519
HyMLCPP 0.980794 0.000856 0.975532 0.001141 0.971508 0.9796
Boosted Trees 0.894887 0.001979 0.868312 0.002281 0.850774 0.886598

Table 7 
. Per-fold cross-validation results for HyMLCPP and baseline models.

Model Fold Accuracy F1 Precision Recall

Decision Tree 1 0.983708 0.979286 0.973238 0.985410
Decision Tree 2 0.982414 0.977672 0.970411 0.985044
Decision Tree 3 0.986008 0.982110 0.981629 0.982592
Decision Tree 4 0.984666 0.980533 0.973192 0.987986
Decision Tree 5 0.985145 0.981072 0.977253 0.984921
Bagged Trees 1 0.999473 0.999325 0.999632 0.999019
Bagged Trees 2 0.999712 0.999632 0.999510 0.999755
Bagged Trees 3 0.999617 0.999510 0.999265 0.999755
Bagged Trees 4 0.999760 0.999693 1.000000 0.999387
Bagged Trees 5 0.999569 0.999449 0.998898 1.000000
Boosted Trees 1 0.894916 0.868454 0.850147 0.887567
Boosted Trees 2 0.894149 0.867351 0.850047 0.885375
HyMLCPP 1 0.981032 0.976021 0.971222 0.980750
HyMLCPP 2 0.979814 0.974885 0.969874 0.979102
HyMLCPP 3 0.981254 0.975338 0.972001 0.978950
HyMLCPP 4 0.980112 0.975742 0.970853 0.979485
HyMLCPP 5 0.981758 0.975175 0.973591 0.980714
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Bagged Trees, Decision Tree, HyMLCPP, and Boosted Trees, including 
statistical significance tests. Bagged Trees achieve the highest F1 score 
with minimal variability, confirming superior balance between preci
sion and recall. Decision Tree and HyMLCPP provide competitive per
formance but remain statistically lower than Bagged Trees. Boosted 
Trees perform the weakest, with significantly lower F1 scores, indicating 
reduced classification effectiveness.

5.6. HyMLCPP model as predictive probability model for enhancing 
security and privacy in cloud computing

The proposed model not only enhances the security in the cloud 
environment, but it also tends to predict future events of an attack. By 
analyzing the traffic over a network, the model has the potential to 
provide predictions about future chances of occurrence of such attacks. 
Hence, it makes the proposed model extraordinary. The proposed 
HyMLCPP model implements the Bayesian Network, which is a Proba
bilistic graphical model to represent a set of variables. The conditional 
dependencies are represented by a DAG (Directed Acyclic Graph). It 
combines the theory of graphs and probability. The variables used in this 
model are as follows: 

w : It represents High Network Traffic.
x : It represents a High Packet Rate.
y : It represents Periodic Connection.
z : It represents the occurrence of DDoS attacks.

Further, the following relationships can be established between 
variables ‘w’, ‘x’, and ‘y’ to obtain the outcome ‘z’ for finding out 
whether the attacks occurred or not:

z : DDoSattackisimpactedbyw,x,y.
In our Bayesian network, these variables depend on whether a DDoS 

attack (z) has occurred or not.
z→w; z→x; z→y
Eq. (24) should be true for the occurrence of an attack. 

w = true, x = true, andy = true (24) 

To calculate the posterior probability (PP) of 'z', Eq. (25) will be 
applicable. 

(z= true)i.e. PP(z= true|w= true, x= true, y= true) (25) 

We can get the probability of the occurrence of an attack using Eq. 
(26). 

Fig. 19. Cross-fold accuracy distribution of models.

Fig. 20. Cross-fold F1 score distribution of models.

Table 8 
. Statistical comparison of HyMLCPP with baseline models.

Comparison HyMLCPP F1 Baseline F1 t-stat p-value (t-test) Wilcoxon Stat Wilcoxon p-value

HyMLCPP vs Decision Tree 0.975532 0.980135 -5.259 0.00626 0 0.0625
HyMLCPP vs Bagged Trees 0.975532 0.999522 -43.475 1.67E-06 0 0.0625
HyMLCPP vs Boosted Trees 0.975532 0.868312 131.26 2.02E-08 0 0.0625
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Probability(z|w, x, y) =
P(w, x, y|z)P(z)

P(w, x, y)
(26) 

Where, P(w,x,y|z) = P(w|z), P(x|z),P(y|z), andP(w,x,y) = P(w,x,y|z =

true)P(z = true)+ P(w,x,y|z = false)P(z = false)
Fig. 23 illustrates a probabilistic algorithm framework designed to 

predict DDoS attacks. Large-scale network traffic data can be analyzed 
using this framework. It uses statistical and ML approaches to find ab
normalities related to DDoS activity. Further, the Bayesian network is 
used to analyze traffic patterns and to forecast the probability of harmful 
behaviour. The algorithm works by modeling conditional dependencies 
among different traffic features, which helps capture both direct and 
indirect relationships. By continuously updating probabilities as new 
data is observed, the framework adapts to evolving attack strategies. 
This probabilistic approach not only identifies potential attacks but also 
estimates the level of risk associated with them. As a result, it provides a 
more flexible and reliable detection mechanism compared to rigid rule- 
based systems. When integrated with the HyMLCPP model, this 
Bayesian framework strengthens the overall defense by combining 

probabilistic prediction with privacy-preserving and computationally 
efficient methods, ensuring robust protection in cloud environments.

Fig. 24 shows that the proposed model implements a Bayesian 
Network to estimate the probability of a DDoS attack based on observed 
traffic anomalies and device behaviors. In Fig. 24(A), the probability 
that pktcount will take on a specific value to train the model is repre
sented by each row in the form of CPD. The CPDs provide insight into the 
behavior of data set features. The pktcount(0) = 0.494599 means that 
approximately 49.46% of the samples have a pktcount of 0. Similarly, 
pktcount(1) = 0.101553 means that approximately 10.16% of the sam
ples have a pktcount of 1. The higher probability implies that the value is 
more likely to exist in the dataset. As per the given information in Fig. 24
(B), the algorithm has a minor tendency to identify the event as a DDoS 
assault, as it indicates a slight edge towards label (1) (DDoS attack).

Thus, the authors resolved the issues of Table 1 in the form of the 
proposed system. Due to inadequate encryption, sensitive data sent or 
stored on the cloud is vulnerable to illegal access and manipulation. A 
proposed model can detect successful DDoS attacks that may occur due 
to the flow of numerous packets over the network. In addition, the 

Fig. 21. Mean accuracy with standard deviation across models.

Fig. 22. Mean F1 score with standard deviation and significance testing across models.
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proposed model, HyMLCPP, can predict attacks, making it more robust 
and efficient than other existing systems. The proposed model produces 
impressive results with almost 100% accuracy. The proposed model is 
tested on the self-generated and standard data sets.

Table 9 illustrates a comparison between the conventional model 
and the proposed model. Parameters such as accuracy, adaptability, 
resource, effort, security, and scalability are examined to highlight the 
enhancement shown by the proposed method. The proposed model 
showcases higher accuracy and a superior rate of detection, particularly 
in complex scenarios, while lowering false positives. The proposed 
model can handle large datasets while simultaneously increasing the 
efficiency and productivity of the network system. The comparison 
presented in Table 9 demonstrates the superiority of the proposed 
HyMLCPP model in terms of achieving stable and scalable performance. 
Kaggle. Table 10 presents an in-depth analysis of various researchers’ 
works in terms of multiple domains and parameters used to evaluate the 
performance of the model they developed. The authors tested the 

performance of the proposed model on standard datasets such as the 
CICIDS 2017 Dataset, Kaggle Dataset, AIND DDoS Dataset, Datasets of 
network traffic, and CTU-13 Dataset for DDoS attack detection. It is 
evident from Table 10 that the proposed model has proved to be superior 
in terms of reliability and performance parameters. Hence, the proposed 
model HyMLCPP is considered to be robust and successful in providing 
security in a cloud computing environment.

6. Conclusions

This research study presents a unique HyMLCPP model for adequate 
data protection in a cloud computing environment. To provide a robust 
security system, every module is observed as a doubtful model, and an 
effective mechanism is created by looking at every viable risk that can be 
encountered during the process of data transmission and interconnec
tion between various modules. The proposed HyMLCPP model presents 
a novel encryption method created for the cloud-IoT environment. 

Fig. 23. Probabilistic algorithm framework for predicting DDoS attacks.

Fig. 24. Bayesian network-based probabilistic model for DDoS attack detection.

M. Pathak et al.                                                                                                                                                                                                                                 Computers & Security 166 (2026) 104870 

27 



Integrating ML and Cryptography components like chaotic maps and Bit- 
Plane extraction, the proposed model provides unique security features 
for digital data. It intelligently reduces the computing time. In the world 
of digital images where different properties of the image exist, the 

Table 9 
Performance comparison of traditional model and proposed model.

Aspects Tradition Method Proposed Method

Image Encryption 
Approach

Image encryption involves 
applying classical 
cryptographic techniques 
such as Permutation-Based 
Methods and Substitution- 
Based Methods.

The proposed model utilizes 
advanced image encryption 
techniques by combining bit 
plane and chaotic map with 
ML techniques.

Privacy 
Preservation

Traditional cloud privacy and 
data preservation strategies 
combine process-based 
approaches, access control 
systems, and encryption 
techniques. Security is 
compromised with the 
adoption of such methods.

The model proposed with the 
help of advanced 
approaches, such as 
differential privacy and ML 
approaches, could provide 
better sharing and 
preserving data without 
compromising security. 
Therefore, protects sensitive 
information.

Attack Detection 
Approach

Sets predefined thresholds 
techniques, Blocklisting, Rate 
Limiting, Firewall Rules, and 
Access Control Lists (ACLs)— 
manual Traffic Inspection for 
network traffic metrics such 
as packet rate or bandwidth 
usage.

Utilizes supervised ML to 
classify normal and 
abnormal traffic patterns.

Predictive 
Approach

Traditionally, Signature- 
Based Detection (Antivirus), 
Anomaly-Based Detection, 
and Rule-Based Systems have 
been researched for 
predicting attacks. It 
produces average results.

The proposed model utilizes 
a Bayesian Network, serving 
as a bridge between 
traditional and modern 
techniques. The probabilistic 
proposed model uses a 
Bayesian Network, which is 
part of ML techniques. The 
model provides better results 
compared to the 
conventional method.

Complexity Low; straightforward to 
implement.

High; requires data pre- 
processing, feature selection, 
and training.

Adaptability Limited manual tuning is 
needed to adjust thresholds 
for varying network 
conditions.

High; automatically learns 
patterns from data and 
adapts to new attacks during 
retraining.

Accuracy Moderate; effective for 
known patterns but may fail 
with sophisticated or 
evolving attacks.

High; robust in handling 
complex and dynamic attack 
patterns.

False Positive Rate Relatively high; prone to 
triggering alarms for 
legitimate traffic near 
thresholds.

Low: reduces false positives 
due to better pattern 
recognition.

False Negative 
Rate

High; may overlook attacks 
that fall within threshold 
limits.

Low: capable of detecting 
subtle anomalies.

Scalability Suitable for small-scale 
networks; struggles with 
large-scale environments.

Scalable; performs well in 
large and complex networks.

Performance in 
HyMLCPP

Moderate; offers baseline 
detection capabilities but 
struggles with advanced 
DDoS patterns.

Excellent; achieves high 
precision and recall for DDoS 
detection in HyMLCPP.

Resource Usage Low; requires minimal 
computational resources.

High; it depends on the 
model's complexity and 
dataset size.

Implementation 
Effort

Minimal; easy to configure 
with simple rules.

High; requires expertise in 
machine learning.

Overall 
Performance

Average can be used for 
initial filtering.

Superior: provides 
comprehensive detection 
with fewer errors.

Security Moderate. High.

Ta
bl

e 
10

 
Pe

rf
or

m
an

ce
 c

om
pa

ri
so

n 
of

 th
e 

pr
op

os
ed

 m
od

el
 w

ith
 o

th
er

s 
in

 te
rm

s 
of

 fe
at

ur
es

 c
on

si
de

re
d.

Cr
ite

ri
a

G
up

ta
 e

t a
l. 

(2
02

1)
Br

un
et

ta
 a

nd
 

Pi
ca

zo
-S

an
ch

ez
 

(2
02

2)

Ku
m

ar
i a

nd
 

M
ru

na
lin

i 
(2

02
2)

A
l-G

hu
w

ai
ri

 e
t a

l. 
(2

02
3)

A
kr

am
 e

t a
l. 

(2
02

4)
D

iv
ak

ar
 A

lla
va

rp
u 

et
 a

l. 
(2

02
4)

Ku
m

ar
 e

t a
l. 

(2
02

3)
Sh

afi
qu

e 
et

 a
l. 

(2
02

1)
Cl

in
to

n 
et

 a
l. 

(2
02

4)
H

yM
LC

PP
 

(P
ro

po
se

d)

Fe
at

ur
es

 
U

se
d

Pa
ck

et
 c

ou
nt

s,
 fl

ow
 

du
ra

tio
n,

 
ba

nd
w

id
th

By
te

 r
at

es
, p

or
t 

us
ag

e,
 p

ro
to

co
l 

fe
at

ur
es

Fl
ow

-b
as

ed
 

st
at

is
tic

al
 

fe
at

ur
es

Co
lla

bo
ra

tiv
e 

fe
at

ur
e 

se
le

ct
io

n 
+

tim
e 

se
ri

es

Im
ag

e 
En

cr
yp

tio
n

Cr
ed

it 
Ri

sk
 A

na
ly

si
s 

(C
RA

) +
H

EL
R

LS
TM

Im
ag

e 
En

cr
yp

tio
n 

(B
it 

Pl
an

e,
 C

ha
ot

ic
 

m
ap

, S
VM

, C
N

N
)

N
et

w
or

k 
tr

af
fic

Tr
af

fic
 r

at
e,

 p
ac

ke
t 

si
ze

, e
nt

ro
py

, fl
ow

 
fe

at
ur

es
D

at
as

et
G

la
ss

, I
ri

s,
 W

in
e,

 
Ba

la
nc

e 
Sc

al
e

Pu
bl

ic
 d

at
as

et
CA

ID
A

 2
00

7
CI

C-
ID

S2
01

8
M

N
IS

T
G

er
m

an
, T

ai
w

an
, 

Ja
pa

n,
 a

nd
 

A
us

tr
al

ia
n 

da
ta

se
ts

CI
CD

D
oS

20
19

Se
lf-

ge
ne

ra
te

d 
da

ta
se

t
Te

st
-b

ed
 

si
m

ul
at

ed
 

da
ta

se
t

Ka
gg

le
, 

CI
CI

D
S2

01
7,

 A
IN

D
 

D
D

oS
, C

TU
-1

3
A

lg
or

it
hm

 /
 

M
od

el
Ra

nd
om

 F
or

es
t

N
IS

T(
D

RB
G

)/
 

M
LC

ry
pt

o 
(N

ai
ve

 
Ba

ye
s)

Lo
gi

st
ic

 
Re

gr
es

si
on

 +
N

ai
ve

 B
ay

es

FS
 +

Pr
ed

ic
tio

n 
M

od
el

N
eu

ra
l N

et
w

or
ks

 +
H

om
om

or
ph

ic
 

En
cr

yp
tio

n

H
EL

R 
(H

om
om

or
ph

ic
 

Lo
gi

st
ic

 R
eg

re
ss

io
n)

LS
TM

 (
D

L)
SV

M
D

ee
p 

Le
ar

ni
ng

 
(D

L)
H

yb
ri

d 
M

L 
+

CP
P

D
et

ec
ti

on
 

R
at

e 
(%

)
87

.0
92

.3
97

.8
91

.2
90

.5
80

.5
96

.9
96

.2
99

.5
99

.8

Fa
ls

e 
Po

si
ti

ve
 

R
at

e 
(%

)

3.
1

4.
8

2.
1

6.
3

5.
6

7.
2

2.
4

2.
9

3.
5

1.
2

A
cc

ur
ac

y 
(%

)
97

93
.1

99
.2

92
91

50
–7

0.
8

98
97

.4
99

.7
99

.9

Pr
ec

is
io

n 
(%

)
96

90
.5

97
.2

90
.1

89
.8

87
.8

98
97

.8
99

.2
99

.5

R
ec

al
l (

%
)

43
92

98
.5

91
90

.3
88

.2
97

.1
98

.9
98

.4
99

.9
F1

-S
co

re
 (%

)
95

91
.2

99
.2

90
.5

90
88

97
94

99
.1

99
.9

9
O

ut
co

m
e

St
ro

ng
 

pe
rf

or
m

an
ce

 b
ut

 
sl

ig
ht

ly
 h

ig
he

r 
fa

ls
e 

po
si

tiv
es

Ef
fe

ct
iv

e 
fo

r 
di

st
in

gu
is

hi
ng

 
pr

ob
le

m
s 

w
ith

 M
L

Ex
ce

lle
nt

 fo
r 

D
D

oS
 

de
te

ct
io

n

Re
lia

bl
e 

fo
r 

in
tr

us
io

n 
&

 
ne

tw
or

k 
at

ta
ck

 
de

te
ct

io
n

M
od

er
at

e 
ac

cu
ra

cy
, 

lim
ite

d 
fo

r 
co

m
pl

ex
 

at
ta

ck
s

Pr
iv

ac
y-

pr
es

er
vi

ng
 

cr
ed

it 
ri

sk
 a

na
ly

si
s

Ex
ce

lle
nt

 
an

om
al

y 
de

te
ct

io
n

St
ro

ng
 fo

r 
im

ag
e 

en
cr

yp
tio

n,
 

re
du

ce
s 

co
m

pu
ta

tio
n 

tim
e

En
ha

nc
es

 S
D

N
 

se
cu

ri
ty

 b
y 

bl
oc

ki
ng

 
m

al
ic

io
us

 tr
af

fic

H
ig

hl
y 

ef
fic

ie
nt

, 
sc

al
ab

le
, a

nd
 v

er
y 

lo
w

 fa
ls

e 
po

si
tiv

es

M. Pathak et al.                                                                                                                                                                                                                                 Computers & Security 166 (2026) 104870 

28 



encryption system of the proposed HyMLCPP model intelligently clas
sifies blocks of digital image into three categories, i.e., low information 
block, moderate information block, and finally high information block. 
The ML techniques are used to ensure the appropriate encryption of 
selected blocks of image. The proposed model provides further better 
data distribution and sharing guidelines among the users while preser
ving privacy through the implementation of differential privacy and ML 
models.

An efficient and effective mechanism for detecting DDoS attacks in a 
cloud environment is proposed. The proposed model implements a 
Bayesian network to estimate the probability of a DDoS attack based on 
observed traffic anomalies and device behaviors. The proposed 
HyMLCPP model offers a dual-layered protection mechanism by fusing 
the security of cryptographic techniques with the resilience of ML. The 
proposed HyMLCPP model attained significant improvement over pre
vious research on the standard datasets like CICIDS 2017, Kaggle, AIND 
DDoS, CTU-13, and Datasets of network traffic for DDoS attack detection. 
It significantly improves accuracy, recall value, f1-score, and precision 
scores in comparison to the existing methods.

The existing approaches have achieved promising results; their per
formance remains limited compared to the proposed HyMLCPP model. 
For example, Gupta et al. (2021) achieved 97% accuracy with a false 
positive rate of 3.1%, whereas HyMLCPP improves accuracy to 99.9% 
with only 1.2% false positives. Similarly, Brunetta and Picazo-Sanchez 
(2022) reported 93.1% accuracy and 90.5% precision, while our 
model achieves 99.9% accuracy and 99.5% precision. Even advanced 
deep learning models, such as that of Clinton et al. (2024), obtained 
99.7% accuracy but with a higher false positive rate of 3.5%, compared 
to HyMLCPP’s 1.2%. These direct comparisons clearly demonstrate that 
HyMLCPP offers a significant improvement over prior works, providing 
both higher detection accuracy and substantially lower false positive 
rates, while also ensuring secure and reliable data distribution in cloud 
environments.

The performance comparison of the proposed model on standard 
datasets with prior work shows that HyMLCPP is more efficient, secure, 
and superior.

However, the model has some limitations that are discussed below: 

%1 The model is tested on a standard dataset that produces fruitful 
results. Predictive models need to be retrained periodically to 
ensure that they remain accurate. However, this process can 
become complex when working with workflows that involve 
encrypted data.

%1 Implementing secure storage, encrypted communication 
methods, and cryptographic operations can result in considerable 
expenses.

%1 A breach in the cryptographic layer through weak keys or 
implementation errors can compromise the security of the entire 
system. Therefore, a strong key is required for encryption.

The proposed HyMLCPP sets the following grounds for future work: 

• The security layer can be further increased in proposed models using 
federated learning, secure communication protocols, etc.

• The authors should analyze the models on live streaming data to see 
the deviations in the actual outcomes and the obtained outcomes.

• Artificial intelligence) can be implemented in the model to enhance 
security and mitigate attacks in multiple environments, such as Big 
Data and IoT(Internet of Things).

• In the proposed approach, the encryption is performed on standard 
images, but it can also be applied to video and audio datasets to 
reduce computational time while integrating with cloud-IoT 
technologies.

• Future research can focus on detecting data leakage and dis
tinguishing between guilty and non-guilty users in cloud data dis
tribution. This distinction is crucial for maintaining fairness, 

preventing false accusations, and strengthening the security 
framework.
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